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MPOXTALIAL AEAOMENQON

KATEYOYNTHPIEZ FPAMMEZ 2/2020

AN péETpwy aocdaAelag oto mAaiclo tThAspyaoiog

AOYW TWV PETPWY TEPLOPLOOU TIoU €xouVv emPANBel yla tnv anotponn e€amiwaong tng COVID-
19, moA\oi opyaviopoL KoL ETIXELPHOELS TIPOTPETIOUV /KL UTIOXPEWVOUV TO TIPOCWTILKO TOUG OF
tnAgpyaocia, aflomolwvtag oxXeTKEG duvatdTnTeg TNG Texvoloyiag. Q¢ tnAepyoaocia Bewpeital n
epyaoia ano andotaon (6nAadn xwplg GucLKA Tapouacia 0ToV XwPo TNE EPYAciag) e Xpron Twy

amapaitntwy TexvoAoylwy MANPodOpPLKAG KL ETUKOLWVWVLWV.

H Apxn, He otoxo Tnv eualcOntomnoinon twv umeuBuvwy enefepyaciag, Twv eKTEAOUVIWY TNV
enefepyaocio, Twv epyalopéVwY Kal YEVIKOTEPO TOU KOWOU ovadoplkd UE Toug KivdUvoug mou
odopolv TNV TPOCTACIO TWV TPOCWTIKWY SeS0UEVWY OAAQ, TOUTOXPOVA, KOL TG OXETIKEG
UTIOXPEWOELG TIOU amoppEOUV ard tov Mevikd Kavoviopo Mpootaciog Aedopévwy Kat Tov VOUOo

4624/2019, napabtel Tig akoAouOeg KateuOuvtrpleg MpoppéG.

1. O opyaviopdc/smixeipnon (sde€nc, dopcag) odeilel va opilosl kal va umootnpiet
OUYKeKpLUEVEG Sladlkaoieg yla tnv tnAepyaocia. OL Sladkaoieg autég MpEmel va Aappavouy
uroydn, ywa tnv kaBe mepimtwon, ™ $Uon Kol Tn cofapdtnTa Twv KWOUVWVY WG PO TNV
POCTAGL TPOCWTILKWY S£60UEVWY, OLOTIOLOL ATOPPEOUV ATO TNV £€ ATOOTACEWG EpyAoia.
2. O ¢opéag odeilel va evnuepwvel €MAPKWG, va eKMALdeVEL KAl vo CUVSPAUEL TOUG
epyalopdévoug Tou otnv edappoyr Twv Sladlkaclwy autwy, AapBdavovtag vmodn otL moAMol
Xpnoteg Sev eival e€olkelwIEVOL PE TIG TEXVOAOYLEG IO uTtooTnpllouv TNV ThAepyacia Kol Toug
OXETLKOUG KLYSUVOUG. Mo Tov OKOTO auTo, eivat toAUTIUN n cuBoAn Tou YrieuBuvou Mpootaciag
Aebopévwy (DPO) 6mou €xel oploBel.
3. Emonuaivertal dlaitepa OTL OL UTIOXPEWOELG TWV GOPEWV avoPopLKA LE TNV MPOCTACiA TWV
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TIPOCWTILKWYV SE60UEVWV TwV £pyaloUEVWY TOUG armokTouV olalouoa BapuTnta oTnV MEPIMTWON
¢ tnAepyaociag. Kat touto, S10TL 0 gpyalopevog, AOyw Tou YEYOVOTOG OTL BploKeTal oto omitl
ToUu, €XEL EYAAUTEPN Tpoadokia yLa TNV poaotaoia tng BLWTIKAS Tou {wAC.

Ot 8ladikaoieg ylatnv tnAepyaoia cuotrvetal va nepAapBavouv HETPa, OTIWG Ta akoAouBa:

NpoéoBaocn oto diktuo

1. AwoddAion ot dev umapxel Suvatotnta pn achaAols AMoUAKPUOHUEVNG IPOoPaong ot
TOPOUC TWV MANPOGOPLAKWY CUCTNUATWY ToU $opEa, OTWG UTIOAOYLOTEG ECWTEPLIKOU SLKTUOU
KOl E0WTEPLKA apXela. H aopaing cuvdeon pmopel, eVOEIKTIKWE, va emITeuxOel HEow LKOVLKOU
WOWwTIkoL S8IKTUOU OTO Omoio Tpaypatonoleital kpumrtoypadnon Twv Oedopévwy Kal
auBevtikomnoinon tTwv xpnotwv (rm.x. IPSec VPN).
i. KobBoplopog kal TEPLOPOUOG TWV TOPWV OTOUC OTOIOUC  ETUTPEMETAL N
OTOUAKPUOUEVN TIPOGPAcn OTo AmoAUTWE amapaitnTo, avaloya Ue ta Kabrkovta mou
emtelel o tnAepyalopevoc.
ii. ZUvbdeon o€ UMOAOYLOTIKA CUCTHUATA TOU $OopEA LECW UTINPECLAG “OMOUAKPUCUEVNG
erudavelag epyaociag” (“Remote Desktop Protocol - RDP”), pévo epodoov autn yivetal Heow
aodaloug elkovikoU LwTikoU Siktuou (VPN).
2. Xpnon acdarolg mpwtokoAlou WPA2 e 1oxupo KwbLko, 0Tav n cUVSEGCH TG CUCKEUNG TOU
tnAepyalopevou oto Aladiktuo yivetal péow acuppatou Siktvou (Wi-Fi). TouTto LloxUeL akOpa Kot
otav peta tn ouvdeon oto Aladiktuo, yivetal aodalng cuvdeon oto Siktuo tou dpopéa TLY. HE
xpnon VPN.
3. Anoduyn amoBrikeuong apxeiwv pe mpoowrikd Sedopéva oe umnpeoieg SLASIKTUOKNAG
anoBnkeuong (m.x. Dropbox, One Drive, google drive), ektdg KoL av UTIAPXOUV TO KATAAANAQ
EXEYYUQ, OTIWG TL.Y. VO TIPOKELTAL YLOL UTINPECLO TTOU TIOPEXETAL, HE KATAAANAQ HETpO aodAAELAC,
amo tov popéa 1 ta Sedopéva va amoBnkelovTal AMOKAELOTIKA O KATAAANAQ Kpunttoypadnuévn

nopdn.

Xpion edpapuoywv nAEKTPoVIKoU Toxudpousiov/avtalloyic HNVUUATwWY

1. Anoduyn xprong Mpoowrnikol NAEKTPoVIKoU Taxudpopeiou (r.X. gmail, yahoo, hotmail) yia
amootoAn N ANPn UNVUPATWY yla okomoug tnAepyaoiag, ta omola oxeti{ovtal e TPOCWIILKA

dedopéva. AvT’ autou, Ba TPEMEL va XPNOLUOTIOLEITAL N EMAYYEALATIKY NAEKTPOVLKN SlebBuvon
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TNV omoia mapéxet o dopgag. Eav autd Sev eival Texvikd ePIKTo (T.Y. un duvatotnta npocfacng
OTO ECWTEPLKO NAEKTPOVIKO TaxuSpopuelo amo e€wTteplkd Tou dopéa SiKTUOo), TOTE TO MEPLEXOEVO
TWV UNVUUATWY TIoU adopd TPOowTIKA SeSopéva IPETEL val KpuTttoypadeital KatdAAnAa (r.y.
€lte 0AOKANPO TO HUAVU LA ElTE HOVO TA CUVNUMEVA apXEia).

2. Amoduyn xpnong sdpappoywv avtaAlayng UNVUpdtwy (keipevo f/katl Bivteo) yua toug
OKOTIOUG TNG TNAgpyaoiag, 6Tav Ta NVULOTO QUTA TIEPLEXOUV TIPOCWTTILKA SE60UEVA, TWV OTOLWY
tuxov Slappor Ba emédepe KwwSUvVoOUC. Av glvol TMPAYUOTIKA aAmopaitnto, vo TPOTLLWVTOL
UTINPECLEC TWV OTTOLWY TO XaPAKTNPLOTIKA aodalelag (kpumtoypddnon, pubuioelg mpootaciog

Sedopévwy) aflohoyolvtal wg Loxupd.

XpAon TeppatikAC CUOKEURC|amoBNKEUTIKWY HECWV

1. Eykataotaon Kol TOKTLKA EVNUEPWON OVTLIKOU TIPOYPAUMATOC KAl “avaywpotog acdpaieiog”
(firewall) otn ocuokeun (m.x. umohoylotng, laptop KTA.) péow TNG omolag mpayuatonoleital n
tnAepyaocia.
2. Eykotdotoon twv TAEoV TPOOPOTWY EVNUEPWOEWY TOU AOYLOUKOU €£dapUOywV Kal
AELTOUPYLKOU GUOTNATOC TNG CUOKEUNG TWV EPYO{OUEVWV.
3. Xpnon mpoypappdatwyv mAonynong oto Awadiktuo (m.x. Firefox, Chrome ktA.) pe tig mAéov
npoodateg, kABe dopd, ekGOOELS TOUC. Mn THPNCN LoTopLKoL (avwvupn meptynon) n dtaypadn
ard TO LOTOPLKO TwV CUVSECUWVY EKELVWV TIOU OXETI{OVTAL LLE TNV ThAEPYAOia, KATA TO TEAOG TNG
epyaoiag.
4. AlXwpLOUOG TWV apXelwv o TtepLEXOUV MTPOCWTKA dedopéva, Ta omola oxetilovtal Le ThY
epyooia and npoowrnikad apyxeia to onoia tnpel o epyaldpevog otn cuokeun (m.X. og cadwg
Slakpltoug  dakéloug, He  KATAAANAN TpooSloploTiky ovopaocia). XprRon  «ELKOVIKOU
pnxaviuatog» (virtual machine) amokAelotikd ylo thv mapoxn tnAepyaciag, otav autd eival
ePIKTO.
5. Yrmootnpin amo tov dopéa Sladikaowwv KATAAANANG Kpumtoypddnong apxeiwv mou
TEPLEXOUV TPOOWTTIKA Oedopéva, WBlwg otav tnpouvtal oe ¢$opnTO/AMOCTIWUEVO HECO
amoBnkeuong (m.x. usb stick). Ava nepintwon, Ba mpénel va efetaletal Kal To eVOEXOUEVO
KPUTTTOYPAPNONG TwV apXEiWV KAl OTNV KUPLWG CUCKEUN QIO TNV OMolo MPAyUATOMoLElTaL N
tnAepyaaia (H/Y, laptop ktA.), 16iwg yla Sedopéva uPnAol kivSuvou.
6. Ymnootnplen, amd tov dopéa, Sadikaciwv ANPng avtypddwv aodaleiag yio apxela pe
npoowrika Sedopéva, Ta omoia udliotavral emnefepyacia oto TAAioO SpPACTNPLOTATWY
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tnAepyaciag. Na ta avtiypado acdoleiag mpémel va tnpouvtal HETpA Ovaloya HE Ooa
neplypadovral oto onueio 5.
7. «KAeldwpoa» TN CUCKEUNG o TNV omoia yivetal n tnAepyaocia (m.x. mpodUAaén oBdovng, pe

KwSLKO amevepyomoinong) epocov PEVEL yla KATolo Adyo, xwplg emtripnon.

Npaypatonoinon tThAeSLoKEP WV

1. Itnv nepimtwon tnAedlackéPewyv, Ba TpEmel va aflomolovvtol TAATPOPHUEG TIOU
urnootnpilouv umnpeoiec aodaleiag (kpumtoypadnon). Ma mapadelypa, Ba mpémel va
anodelyeTaL AoyLopLKO TNAeSLdokeng To omoio dev e€aodaiilel kpuntoypddnaon amd akpn oe
akpn (end-to-end encryption).

2. e MePUMTTWON MPOYPOUUATIOUEVNC ThAESLAOKEYNC, TpooTtacia Tou cuvééapou (link) autng
(T.X. OXL dNUOCLOTIOINGT) TOU GE KOWVWVLKO SiKTUO).

3. TpOOEKTIKN HEAETN TWV OpWV XPNong KoL TwV OpwV MPOoTACiag MPOoWTKWY Se50UEVWY

KOTA TNV emiloyn TG AUong tnAeSlaokeng.
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