Necessary formality criteria

= a I

HELLENIC DATA
PROTECTION AUTHORITY

Framework of necessary formality criteria to assess whether a Data Protection Impact

Assessment (DPIA) is sufficiently comprehensive/acceptable
(Art. 35(2) and 7-9 of the GDPR, criteria of the WP248 Impact Assessment Guidelines)

1! Unit of Criteria
Criteria for the systematic description of each of the processing operations in question (Art. 35 (7)(a)):

\ 4

N
Q. 1.1: Nature, scope, context and purposes of the processing are taken into account
(recital 90, WP248) ) NO [
YES [
A
N
Q. 1.2: Personal data, recipients and period for which the personal data will be stored _
are recorded (WP248) ) NO O
l vEs O
[ Q. 1.3: A functional description of processing operations (WP248) is provided }—»
NO [
YES I
\ 4

Q. 1.4: The assets on which personal data processing rely (hardware, software,
networks, people, etc.) are specified (WP248)

|

No [

YES [

Q. 1.5: Compliance with approved codes of conduct is taken into account (art. 35(8), >
WP248) NO [

YES [

You can continue in the next Criteria Unit The necessary formality criteria for the
DPIA are not met )
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2" Unit of Criteria
Criteria for assessing the necessity and proportionality of processing and measures envisaged to comply with
the GDPR:

y

[ Q. 2.1: Measures to comply with the principles and lawfulness of processing (WP248): ]

!

[ Q. 2.1.1: Specified, explicit and legitimate processing purposes (art. 5 (1b) WP248)
NO [
YES [
[ Q. 2.1.2: Lawfulness of processing (art. 6, WP248) - >
NO [
vy YES Ol .
Q. 2.1.3: Adequate, relevant and limited to what is strictly necessary for the
purposes of data processing (art. 5(1c), WP248) J NoO n
YES [
[ Q. 2.1.4: Limited data storage duration (art. 5(1e), WP248) >
NO [
YES [
[ Q. 2.2: Measures relating to the rights of subjects (WP248): ]

\ 4

Q. 2.2.1: Transparent information and right to be informed (art. 12-14, WP248) ———>

. NO [
YES ]
Q. 2.2.2: Right of access and to data portability (art. 15, 20, WP248) >
NoO [
YES [
Q. 2.2.3: Right to rectification and to erasure (art. 16, 17, 19, WP248) >
\ NO [
YES ]
\ 4
4 \

Q. 2.2.4: Right to object and to restriction of processing (art. 18, 19, 21, WP248)

A4

NO [
. J
YES ]
Q. 2.2.5: Relationships with processors (art. 28, WP248) >
\, No D
YES ]
Q. 2.2.6: Safeguards surrounding international transfers (Chapter V, WP248) >
\ NO [

e — YESO
The necessary formality criteria for the

You can continue in the next Criteria Unit A
DPIA are not met
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3 Unit of Criteria
Criteria for the identification, analysis,assessment and treatment of risks to the rights and freedoms of data
subjects (art. 35 (7c,d)):

A

Q. 3.1: The origin, nature, likelihood or particulatiry and severity of the risks have been
assessed (recital 84) or the equivalent to any risk of unauthorised access, unauthorised
modification or loss of data (WP248):

!

( )
Q. 3.1.1: Risk sources have been taken into account (recital 90, WP248)
L J No O
l YES [
4 ' )
Q. 3.1.2: Potential impacts to the rights and freedoms of data subjects are assessed
in case of the occurrence of the above-mentioned risks (WP248) NO [
\§ .
v YES O
( )
Q. 3.1.3: Threats that could lead to risks are identified (WP248) >
\ / No[O
YES O
-
Q. 3.1.4: Likelihood and severity of the risks are assessed (recital 90, WP248)
\ NO [
v YES ]
Q. 3.2: Measures envisaged to treat the risks are determined (art. 35(7)(d) and recital 90)
NO [
, YES ]
4™ Unit of Criteria

Criteria relating to interested parties being involved (WP248):

A 4

Q. 4.1: The advice of the Data Protection Officer, if any, is sought (art. 35(2), WP248) —>

NO [

YES [J

YES [
Q. 4.2: The views of the data subjects or their representatives are sought, /
where appropriate (art. 35(9), WP248)
T No O

A 4

The necessary formality criteria for the DPIA
are met

The necessary formality criteria for the DPIA
are not met
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