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Tu etvor Toe Meyaha Mwooikd Movtéha:

Transformer Architecture
Output Predictions

Nevpwvikd diktvor Bocbudic udbnone pe

SLoeKATOUMOPLOL TTOLPALETPOVG TIOV eKTIalLEEhOVTOL 96+ layers
o€ TEPALOTIOUG OYKOUG KELLEVOV L Encoder Layer 3 J
8
, , L | 175B+ q >
Boaolké XoapakTnpLloTikd: 8 rapdperpor [ENCOder Layer 2
a)
° 1 ( )
Transformer apyttekTovikT " Encoder Layer 1 -
® Petabytes dedopévwv ekmaidsvonc
® AloekoTOpOpLOL TTOLPALETPOL [ Token Embeddings j
® [MoAvyAwooikt| katovénon Elooboc keiévou
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Mo douvlevel o Transformer: Self-Attention

Kevtpikn 18éa

KéBe Né&n mpooéxer dMec Mé€eic oo i8lo TAaiolo YL va Ttopaly&yel KaAOTEPT AVATAPELOTOLO.

* Awaviopata Queries (Q), Keys (K), Values (V)

‘ Eicodoc ’

, , QKT (tokens)

® Babuol mpoooxic: softmax(—m> %4 T

e Multi-Head Attention: moMamAéc kepaéc yia (_ Self-Attention )
SowpopeTtikég oxéoelg J’

® Residuals & Layer Norm: otafepdtnral [ IS EVETHTE ]

ekToUdeVONG

Mocti pog vordlel yio iwtikdTnTor

H attention prmopel var evioxboel Tnv actopvnudvevon omdviwv akolovBidv (T.x. Pll), edv dev
AneBodv avtipetpar.
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MNopadetypotar LLMs

Eumopikd Movtéla Xoapoktnplotikd MeyéBouc

® GPT-5, 03, ol (OpenAl) ® 7B - 405B+ mapdpetpol

® Claude 3.5 Sonnet (Anthropic) ® Multi-modal Suvatétnreg

® Gemini 1.5 Pro/Flash (Google) ® 128K - 2M tokens context

® Llama 3.1 405B (Meta) ® Exotovtddec ekortoppiplol XpHoTes

® Mistral Large 2 (Mistral) ® API, chat & agents

® Grok-2 (xAl) ) ® Real-time reasoning )

Kplowun Moapatipnon

H paySaioa vioBétnon twv LLMs dnuovpyel tpwtdyvwpec TpokANoELS YLal TNV TipooTaaio
TIPOOWTILKWV dedopévwv
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Tokens, Context Window & mepikomn (truncation)

Tu elvow éva token Context window
Movéda ketpévou (vto-Aé€n/oduBoro). 1 Méyiotoc aplBudeg tokens ov «xwpdeLy to
eMnvik? AéEn &~ 1-3 tokens cuvhbwc. povtédo oe plo kAo (.x. 128K-2M).

Meydho context # TAPNG LVALD.

Kivduvol yiat 18lwtikotnTa

® Auwappoéc ot peyddo prompts/opyeior ov dev yiver pudtpdpiopo Pl

® Truncation: kploywo koppdtia (épot, Tpoetdomotfioelg) kéBovton abdpufor.

Pll redaction Ttpw TV ATooTOAY, £TLkVPWOT HAKoue, ovodn evaiobNTwy TUNUATGOY avTl Yot WPT
QLTLOCTOAT.
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Amopvnuoévevon kot Arappor) Asdopevwv

To douvopevo

To LLMs pumopoiv va aTtopvnpoveloouy Kol
VoL alvaTopdyouv akplPr| avtiypopor omtd To
dedopéval ekmaidevong

TiToL Arapponig:
e Al Mpoowmkd otoxeio (PII)
o Al latpikd Sedopéval
e Al Owovopurkéc TANpogopieg
e Al Kwdikotl tpdoBoonc

Training Data
pe Pl

MBovi
Avoppory PlI
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TYmol EmBéoewv ot LLMs

Membership
Inference

Data
Extraction

Model
Inversion

B. Bepikiog

Prompt
Injection

‘ Jailbreaking ‘
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Prompt Injection vs Jailbreaking: tu ko mo¢

Prompt Injection Jailbreaking

® KokdBouleg odnyieg ot ® Xelplopdg GUOTNULKOV O8NYLOV YLol
Sedopéva /iotooelidec/apyela Topdtkaudn TEPLOPLOLAOV

® > T6X0C: BLopPOT MUOTIKDV T EKTENECT) 1) ® YuviBwg kabBopd Slodoyikéd (xwplc
QLOQPUADV EVEPYELOV ewtepkd dedopévar)

® ‘Apuva content isolation, input/output ® ‘Auvva Loyupd system prompts, safety
filters, tool-use allowlists ) tuning, alohéynomn & adversarial training

To injection ekpetoheveTon «épotny eicodo amd epyadeio/browsing, dpo ccvgdiver tov kivduvo
TPOLYRALTIK®OV evepyel@v (TL.X. arootor email /Afdn apyelwv).
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Avéivon Embéoswv ko Emimedo Kivddvou

TPnAo0v Kwvddvou Métprov Kivdivou

Data Extraction Membership Inference
® EZoywyr training data ® Evtomopdc training samples
® AtokdAvdmn PlI ® MopaPioon privacy

Prompt Injection Model Inversion

* Xepaywynon egédov ® Avokotookevt SeSopévav

® MMapdroudn filters ® Amokd&Aun patterns

Jailbreaking

® ‘Apom TEPLOPLOLDV

® KoakbéBouAn xphomn

y O cuvduaopdg embéoewv propetl vor avgnoet
SpoULOLTLKEL TNV ETULKLVELVOTN T
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Katnyoplomoinon Kivdovwv

Auecot Kivduvol ‘Eppeocor Kivduvol
® Ailoppot TPooWTLKOV dedopévwv ® Profiling kow tracking
® AmokdAvdn svaicOntwv TANPOPOpPLOV ® AUTOUOTOTIOLNIEVEC ALTIOPALOELS
® Re-identification attacks ® Y yumepdopato and prompts
® [Mapofioon epmioTeLTIKOTITAC ® AlyopBuukéc Siakpiosig

> Khipoka: Kdovou

Low High Critical
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MNopadetypotar Kivddvwv otny Mpdén

Mepimrwon 1: E€oywyn Pl

Epeuvntéc kotdpepav v e€dyouv emails ko TnAépwva and to GPT-2 ypmoiyuotoldvtog
targeted prompts

Mepimtwon 2: Membership Inference

Evtomopde av ovykekpipéva dedopéval xpnoupuotolibnkov otnv ekmaidevon

MNepimtwon 3: Prompt Injection

Xelpay@ynomn Tov LovTéAOU YLl TILPEKOULPT TLEPLOPLOMDV oLoPOAEioC
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GDPR ko LLMs: MpokAfiosic L uppudppwonc

Apx1M GDPR MpékAnon ywow LLMs
Noppdtnra (Art. 6) Acopric voulkt Bdon
Meplopiopde okotov (Art. 5.1.b)  MoMamAég xprfioelg
Elaxiotomoinon (Art. 5.1.c) Massive datasets
AkpiBeroe (Art. 5.1.d) Hallucinations
Awopdvero (Art. 12-14) Black box

Awaiwpo droypophic (Art. 17)  Texvikd dvoxepric yio Ttpo-ekmoudevpévar povtého

Kplowo Epodtnua

MNac epappdlovpe to ‘dikaiwpor otn AM\0n’ oe éval tpo-ekToudevpLévo Lovtélo
dloekalTo PV TTOPOLETPWVY

B. Bepikiog MeydAro Mwooikd Movtélee (LLMs) kou I1StwTikéTnTa 1 OktwPpiov 2025 12 / 29



Al Act: Néec Tmoxpewoelc

Katnyoplomoinon LLMs

® General Purpose Al Models (GPAI)
e Systemic Risk Models ('10%°> FLOPs)*

*Tekutiplo ovotnuikol kwdivou - uré avabBsdpnon

| A\

Troxpewoeig Moapdywv GPAI
Egappoyr amé 2 Avyovotov 2025
@ Texvikn tekunplwon
@ lMohtikh cuppépYwong pe copyright
© Emopkddg Aemttopepc epidndm dedopévwv ekmaidevong
® Model evaluation (yia systemic risk)

@ Adversarial testing

@ Incident reporting
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Al Act yioe GPAIL: xpovodidypapua & «ovotnuikde kivBuvocy

Xpovodidypappo (evBelktikd opdomnua)
® Anuooievon: 12 lovh. 2024 (Reg. (EU) 2024/1689)

® Troypewoeig GPAI apxilouv: 2 Avy. 2025

® KatevBuvthpieg Emitpotrc: loOA. 2025 (Thaioto ouppdppwone/epthipewv dedopévwv)

Tekuiplo «OUOTNULKOU KVEOVOUY

® Evdewktikd 6plo umohoytotikhc kKApakag (T.x. > 1025 FLOPs) w¢ tekpfiplo

* Eumléov amautfoeic: alohdynomn poviélov, red-teaming, avopopéc cupfdviwv

y

Tv onpaivel yiow opyoviopovg:

Akdpun ko xwpic «ovotnuikd kivBuvoy, ot tépoxor GPAI ogeidouv texvikn TEKUNPLWOT, TTOALTIKY
copyright, ko «etoipkdg Aettopephy TepiAndn ouvélwv ektaidevong.
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Aiebvéc PuBuiotikd Totio

Xopo/Oproviopds PuBpiotiky MNpooéyyion

EE GDPR + Al Act

HIMA Executive Order on Al + State laws

Hvwpévo Baoileo Al White Paper + Data (Use and Access) Act 2025 + ICO Guidance
Kavadag Opoomovdiakd Thaiolo oe ekkpepdTnToL

Kivor Personal Information Protection Law

OOXA Al Principles

ISO ISO/IEC 23053, 23894

MNopatipnon
Moapartnpeiton SLeBviic kivnTomoinom yia t) pVBuon twv LLMs pe Siaipopetikéc Tpooeyyioeic

avdl TTepLo T, AAAA e KowoUg oTdYOoUE TPooTUGioG
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Kowéc PuBuiotikéc Mpotepondtnrec

BOLO'LKSC Apxég

® Aopivelo
Katavénon Aettovpyiog Al

® Explainability
Epunveio amopdoswv

® Risk-based approach
AvodoyikdTnTor HETPWV

® Human oversight
AvBphmtivog éleyxog

® Accountability
Y aupeic evOOveg

Mpootaoior OepeAdiwddv Sikowpdtwv

Acpdeia ko alomioTio
MpdAndn Srokpicewv

Mpootaoio tpoowTtikdV dedopévwv
® HOwn xphon Al

H evoppdvion twv Soupopetikdv pubuiotikdv Thatoiwv yio global Al systems mopopuéver avorytd {iTnpe
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Teyvikeg [Npootaotlog 18LwTikOTNTOC

Kotd tnv Ekmaidevon

Koatd tqv Xpnon

Input/Output filtering

Differential Privacy

Federated Learning Privacy-preserving prompting

® Data sanitization Secure enclaves

Synthetic data

Homomorphic encryption

PIl detection/removal ® Access controls

Best Practice

Y uvduaopdc TOAATAGV TeXVik@V Yo ‘defense in depth’
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Differential Privacy: MaBnuotikny Mpootaoioa

Oplopég:
‘Evag punxaviopds M ikawvototet (e, 6)-DP

- MeovekTHuTHL

® Mabnuatikéc eyyvfoeig
MoBnuoctik? Eyyonon ® Mpootaoia and attacks
PrIM(D) € S] < ® Plausible deniability
e - PrIM(D') € S]+6

MelovekTrpLocTol
Mlopdpetpor: ® Trade-off pe accuracy
® ¢ Privacy budget ® Troloylotikd kboTOg
® §: Failure probability ® Avokohia epappoyig
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DP-SGD otnv mpdén (v LLMs)

@ Amokonr (clipping) emupépoug PobBuidwv oe dpro C
@ [Mpoobikn BopVBou N(0,5%C?1) otic opadomoinuéves PBobuidec

© Noylotikh WBLwTikdTNTOG: TIaLpockoholBnom €, 0 avd eToxt

Kaléc TtpokTikéc

® Emdoyéc: péyeBog maptidag, C, Ayog BopiPov o ® Pretraining xwpic Pll + DP oto

, , , B} , fine-tunin
e Avtiktumog: Ttoon akpifelag/kdéoToug, ahhd &

LoXVpéc eYYVNoELg ® 3 uvdualopog e
aviyvevon/amopdkpuvon Pll

H avotnen DP oe TAfpn mpoekmaidevon peydAwyv novTéAwy Topoplével UTTOAOYLOTIKE Sartorvnpt.
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Opyavwtikd Metpa

@ Privacy by Design
> Evowpdtwon privacy améd thv apxn
» Privacy Impact Assessments (PlAs)
® Governance Framework
» Al Ethics Board
» Clear policies and procedures
> Regular audits
© Transparency Measures
» Model cards
» Data sheets
> User notifications
O Ekmaidevon Npoowtikov

» Privacy awareness
> Responsible Al practices
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Case Study: ChatGPT kaw Itodk?y DPA (Garante)

Mép. 2023 Data breach - Redis bug H proactive cuppdpywon stvou
31 Map. 2023 MMpoocwpwn ottorydpevon TPOTLLOTEPT TS TNV reactive

Atpidiog 2023 AlaTtporypate0oeLg
28 Amp. 2023 Emavalertovpyio

ATtotéAeopal

BeAtiwon mpoktikdv privacy oe global

ATioutioelg Zuppéppwong: .

® Age-gating (13+)
® Opt-out yia training data
° Ailagpdvela emeepyaoiog

® Evnuépwon xpnotov (Privacy Notice)

Noptk? Béon (legitimate interest)
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Case Study: Samsung Data Leak

To MpéPAnue (Ampiiog 2023) Avtidpaon Etoupsioc

® TrdAnlov awvéfaoav proprietary code ® Anayédpevon yxpfong public LLMs
oto ChatGPT

® ALoppOoT EUTILOTEVTIKDV TIATPOPOPLLOV

e Avdmrtuén internal Al tools
® EkmaiSevon TpoowTiko

e Kivduvoc yio intellectual property o Néec Tohtikéc aopakelog

Kpioywo MéBnuoa
H ekmaidevon xpnotov sivan e&icov onpavTiky e ToL TEXVIKA WéTpa
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Avaduduevee Teyvoloyiec ko Adoelg

Epsuvntikéc MNpotepandtnrec

Teyvoloyikéc Kavotopieg

® Machine Unlearning ® Explainable Al

® Selective Forgetting ® Privacy-Utility Trade-offs

® Privacy-preserving fine-tuning ® Adversarial Robustness

® Secure multi-party computation ® User Control Mechanisms

® |ocal/Edge LLMs ) ® | egal Tech Integration )

Epsguvntikn MpbdkAnon

Mo¢ emtvy)dvoupe Looppotio petal¥ utility kow privacy ywpic vaw Buotdlovpe tqv anddoon
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[Npotdoelc yiow TN Blropmyovio

@ Adopt Privacy-First Design

> Default to privacy-preserving configurations
> Minimize data collection

® Implement Robust Governance

» Clear accountability structures
> Regular assessments

© Invest in Privacy Tech
» R&D vyl privacy-preserving ML
» Collaboration pe academia

O Collaborate with Regulators

> Proactive engagement
> Regulatory sandboxes

©® Educate Stakeholders

> Users, developers, management
> Continuous training programs
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Kdplat X uumepdopota

Al Taw LLMs mapovoidllovv povadikég TtpokAHOELS Yial TNV LOLWTKOTNT

To undpyov pubutoTikéd TAaiolo ypeldletol Ttpocapor

[ Amouteiton TtoAveTiTedN Tpooéyyion (TeXViKY + OPYAVWTIKY + VOLKT)

N H ovvepyaoio petad stakeholders eivou kpioyun

o H épevvar ko koutvotopiow oto privacy-preserving Al sivow amopaitnn

H emituxnfc evowpdtwon twv LLMs otnv kowwvia e§optdton omd tThv LkovdTNTE oG Vo
SLocaAiooupe TNV LBLWTIKOTNTO KOLL VO OLKOSOUHCOUE EUTILOTOCUVT

B. Bepikiog
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Avouxtéc MpokAnoeic

@® Machine Unlearning
lMd¢ Staypd pouue Sebouéva améd ekmaidevuéva uovtéda:
@® Privacy-Utility Balance
Moto eivat to BéAtioto trade-off-
©® Compliance Verification
¢ eAéyyouue black-box models:
O Liability Attribution
lMowo¢ evBivetat yia privacy violations:

® Cross-Border Governance
¢ pvBuilouue global Al services

MpdkAnon vy tnv Epevvntikn Kowdtnta

AuTA TO EPWTNHILOTO ALTIOUTOUV SLETILOTNLOVLKT] CUVEPYOLOLOL KOl CUVEXT €pEUVAL
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Epwtnoelc

Evyxoapiotd yia Thv MNpoocoxn cog!

Y touxeloe Emikowvwviog

verykios@eap.gr

© www.eap.gr

in  linkedin.com/in/vassilios-verykios-b6988598

1M Hpépow Aradéyov pe tyv Epevvntiky Kowdtnro

ApxH Mpootaoiog Aedopévwv o 1 Oktwfpiov 2025



https://www.linkedin.com/in/vassilios-verykios-b6988598/
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EmmtAéov Mépo

Research Groups:

Opraviopoi: e Stanford HAI
e EDPB/EDPS o MIT CSAIL
e Al Now Institute e Oxford FHI

Partnership on Al

DeepMind Safety

e Future of Privacy Forum e OpenAl Safet

® Apx MNpootaoiog Aedopévwv P ’
Cudel Tools & Frameworks:

uidelines: o ® TensorFlow Privacy

e GDPR Guidelines e PyTorch Opacus

® Al Act Compliance ) PiSyft

* ISO/IEC 23053 e Microsoft SEAL

e NIST Al RMF

® Google DP Library
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