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DECISION No. 52/2003

The Data Protection Authority, consisting of Mr. D. Gourgourakis, President, and the members Mr. S. Lytras, Mr. A. Papachristou, Mr. I. Tsoukalas, Mr. St. Sarivalassis, Mr. N. Fragkakis, and Mr. A. Papaneofytou, substituting N. Papageorgiou, who could not be present although formally invited, convened on 16.10.2003, at the respective premises, following an invitation from the President, in order to examine the case mentioned hereinbelow. Mr. N. Frangakis, Member, and Mr. V. Zorkadis, Head of Auditors Department and without voting rights, were appointed as rapporteurs by the President.

Ms. A. Kanakaki, secretary, was also present without any voting rights.
The Authority has taken into consideration the following:

A’

The International Athens Airport “ELEFTHERIOS VENIZELOS”, referred to as IAA hereinbelow, submitted the notification no. 2055/29.08.03 concerning the implementation of a pilot European-level project related to transport safety. Mr. … and Mr…., representatives of IAA were called and attended in the meeting of the Authority on 09.10.03. The following has arisen:

1. The notification concerns a European-level project in which IAA, the International Air Transport Association (IATA), the International Airport at Milan and ALITALIA Airlines participate among others. The basic aim of the project is the establishment of a biometric model for identity verification of registered passengers during departure from airports. The pilot implementation of the biometric system in Milan and Athens airports for a period of about 6 months is set up on a voluntary basis for the evaluation of various aspects of the chosen technical solution. In particular, the implementation of the biometric system in check-in and boarding points aims at guaranteeing that the passenger who has checked in is the same with the person who actually boards the airplane. 

2. The identity verification system is based on iris and finger biometric characteristics. It requires a preparation or “enrolment” phase, during which volunteers prove their identity by showing an identity document and their biometric characteristics are collected by appropriate devices. Their biometric data are stored in smart cards along with their name, their frequent flyer number, digital signature and a unique project number. Every volunteer-passenger receives the smart card and brings it along every time s/he travels. Passengers’ biometric data are stored only in smart cards, not in company’s files.

Each time a volunteer-passenger travels, s/he inserts the smart card in the special card reader during check-in. Then, the passenger is required to look into the special iris reading camera and/or place his/her finger on the corresponding fingerprint taking device. Thus, biometric data are each time processed and, following comparison to those stored in the passenger’s smart card, his/her identity is verified. The procedure is repeated at boarding card control point before boarding the airplane; inserting the smart card into the special reading device for a second time may not be required.

3. Each passenger’s biometric data are stored temporarily in a database for the time period between passenger’s ticket check-in and boarding card control. Finally, the participation of the subjects to the programme is on a voluntary basis, that is wit their prior consent.

B’

Following examination of the aforementioned information and consequent discussion

THE AUTHORITY

HAS CONSIDERED THE FOLLOWING IN ACCORDANCE WITH THE LAW

4. Article 2 of Law 2472/97 specifies the following:

For the purposes of this law: 
a) "Personal data" shall mean any information relating to the data subject. As personal data are not considered the consolidated data of a statistical nature whence data subjects may no longer be identified.

Article 4 Law 2472/97 also specifies the following:

1. Personal data, in order to be fully processed, must be:

a) collected fairly and lawfully for specific, explicit and legitimate purposes and fairly and lawfully processed in view of such purposes.

b) adequate, relevant and not excessive in relation to the purposes for which they are processed at any given time. 

c) accurate and, where necessary, kept up to date.

5.
Pursuant to the aforementioned provisions, data used for the identification of a person with the use of biometric methods or, in other words, the digital representation of a physical characteristic, is considered as personal data and will be processed, according to the notification.

6.
Besides, according to provisions in article 4 par. 1 of Law 2472/97, personal data, in order to be fully processed, must be collected fairly and lawfully for specific, explicit and legitimate purposes (section a) and must be adequate, relevant and not excessive in relation to the purposes for which they are processed at any given time (section b). Any personal data processing not necessary for the achievement of the purpose sought is not legitimate.

7.
Unnecessary personal data processing for the achievement of the purpose sought is not legitimate even when the data subject has given his/her consent according to article 5 par.1 or article 7 par. 2 section (a) of Law 2472/97 because the consent itself does not allow any act of processing contrary to the principle of purpose and necessity (decision no. 510/17/15.05.2000 of the Authority). As a result, consent does not quash the unlawful nature of the processing even when the data subject accepts exposure to biometric checks.

Regarding the issue of harmonising a specific processing to its purpose and necessity, the Authority has already issued decisions no 245/9 and 9/2003. In particular, a) the Authority implementing decision no. 245/9-20.03.2000 has imposed the interruption of fingerprint data processing for the purpose of employees’ entrance and exit to/from a municipal building considering the act as exceeding the purpose of processing and as an act which is not legitimized by data subject consent. The Authority has also judged that milder ways of control should be chosen noting that the general problem of data collection by electronic or other means will be dealt with general regulations to be issued by the Authority in the future, following a scrutinous study of all aspects. b) On the other hand, the Authority issued decision no. 09/2003 whereby, after repeating the rationale mentioned in decision no. 245/9-20.03.2000 and applying the same criteria, decided that the rights of the employees at “Attiko Metro” are not violated by the installation of a biometric system. The system in question measured hand geometry data for the exclusive purpose of employees’ access to the Attiko Metro areas that are sensitive from a transport security aspect.

As deduced from the above mentioned decisions, relevant issues should be per caso decided on the basis of the real accompanying data.

8.
The compatibility between biometric data usage for the identification of persons and the legal protection of the data subjects regarding corresponding data collection and processing constitutes an issue under examination within Greece and abroad, even when a state agency is the data controller. In the case in question, processing will be carried out by private entities within the framework of an experiment, despite the fact that the means for control of passenger identity verification, already in effect, fulfill the purpose sought.

9.
In view of the information and the decisions of the Authority mentioned above, biometric data processing for the identification of persons for the pilot implementation of the project notified by IAA, examined under the principles of purpose and necessity, is not lawful. Consequently, the collection and processing of iris and fingerprint data for the verification of passenger identity in specific flights is not permitted. The reason is that the purpose sought with the above mentioned method is achieved in a milder way with the passenger showing the identity card along with the ticket and the boarding card. Thus, the proposed processing, that is the digital representation of the physical features of a specific individual with the usage of biometric methods is not relevant because it exceeds personal data processing required in view of the purpose of the said processing. Besides, it seems that the method provided for by the pilot project does not mainly serve flight security requirements but organisational issues of airline companies instead.

FOR THESE REASONS

Biometric data processing for the pilot implementation of the project notified to the Authority by notification no. 2055/29.08.2003 is not lawful and, therefore, the collection and processing of iris and fingerprint data in IAA for the verification of identity of future passengers is not permitted.

	The President

[signature]

Demetrios Gourgourakis

	
	The Secretary

[signature]

Aggeliki Kanakaki
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