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This Guide describes the arrangements for exegctbia right of access to the Schengen
Information System (SIS).

While initially intended for data subjects in orderassist them in exercising their right of accéss
is meant to be a source of practical informationciitan also be consulted by anyone with a
professional interest in rights of access (datategotmn authorities, police forces, aliens

departments, lawyers, etc.).

The Guide falls into three sections: an outlinghef general principles and main definitions relatin
to the SIS, a description of the procedure for @sgerg the right of access in each of the countries

concerned, and a presentation of some special cegpa@ising a particular procedure.

OUTLINE OF GENERAL PRINCIPLES

I.LA  The Schengen Information System (SIS)

The Schengen Agreement of 14 June 1985 and itsemwiting Convention of 19 June 1990
created an area for the free movement of personerbgving checks at internal borders between
Member States and establishing the principle obraldr control upon entry into a single Schengen

territory.

To maintain a satisfactory level of security it wamnsidered necessary, among other measures
(strengthening police and judicial cooperationnmamising visa and asylum policies), to create the

Schengen Information System (SIS).

The SIS is a data file shared by all Member Stategbe Schengen area. It centralises two broad
categories of information on, firstly, wanted orssing persons and persons under surveillance and,
secondly, stolen or missing vehicles and objecth sas, in particular, identity papers, vehicle

registration certificates and vehicle number plates
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The following are examples of the data which magtioeed in the Schengen Information System:

. persons wanted or under surveillance by the police,
. missing persons or persons who need to be plaaet pnotection, in particular minors,
. persons, not nationals of a Member State of theei@pn area, who are banned from entry

into Schengen territory.

The execution of a request is subject to the natidew of the Schengen State executing the
request. If a measure is not permitted under thiomal law, the requested Schengen State must

inform the reporting Schengen State without delay.

In accordance with data protection principles,idlividuals are recognised specific rights by the

Schengen Convention .

These are basically:

. the right of access to data relating to them starede SIS;

. the right to rectification when data are factuatigccurate or deletion when data have been
stored unlawfully;

. the right to ask the national data protection atities to check data entered in the SIS which
concern them and the use made of such data;

. the right to bring proceedings before the courte@mnpetent authorities to correct or delete

incorrect data or to obtain compensation.

I.B Right of access
Right of access is the possibility for anyone wbaequests to consult the information relating to
him stored in a data file as referred to in natidaa. This is a fundamental principle of data

protection which enables data subjects to exeomaérol over personal data kept by third parties.
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This right is expressly provided for in the Schem@®nvention of 19 June 1990. Under Article 109

of the Convention anyone has the right to havesacte data entered in the Schengen Information
System (SIS) which relate to him. This right is@opanied by the right to correction when the data
are factually inaccurate or deletion when the thatze been stored unlawfully (Article 110).

The right of access must be refused if it couldenndne the performance of the legal task specified
in the alert, or in order to protect the rights érsbdoms of others. It must be refused in any even
during the period of validity of an alert for tharpose of discreet surveillance (Article 109 (2) of

the Convention).

Anyone exercising his right of access may applyh® competent authorities in the Schenben
country of his choice. This choice is possible lseaall national databases (N.SIS) are identical to
the central system (C.SIS) in Strasbourg (see lar82(2) of the Convention). The right of access

therefore pertains to identical data regardlegsh®fState to which the request is addressed.

However, the right of access is exercised in aauwd with the law of the State addressed. The
rules of procedure differ from one country to amofhin that there are currently two types of system
governing the right of access to police data fdemnd thus the SIS. In some countries the right of

access is direct, in others it is indirect.

Anyone who so wishes may obtain information abbetsystem which is applicable to the right of

access and correction from the national data pioteauthority in the respective Schengen State.

|.B.1 Right of direct access
In this case the person concerned applies dirdotlthe authorities handling the data (police,
gendarmerie customs, etc.). If national law permits, the &apit may be sent the information

relating to him.

Belgium, Czech Republic, Hungary, Malta, LithumnlLatvia, Netherlands, Luxembourg,
France, Germany, ltaly, Portugal, Spain, Austriaegge, Denmark, Slovenia, Slovakia,
Poland, Sweden, Switzerland, Finland, Norway aethitd (situation at October 2009).
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[.B.2 Right of indirect access
In this case the person sends his request for @doethe national data protection agency of the
State to which the request is addressed. The tatedsn the SIS is verified by the data protection

agency in the same way as for police files relattngational security, defence or public security.

Arrangements for disclosing data vary from countrycountry (see below) and can be extremely

limited in some cases.

I.C Principle of the correction or deletion of data
Under the Schengen Convention only the State wikglres an alert entered in the SIS may alter or
delete it (Article 106).

When a country which applies a right of direct @asceeceives a request for access to an alert which
it did not itself issue, that State must give ts®uing country the opportunity to state its posiés

to the possibility of disclosing the data to thelagant.

In the case of a country which applies a right rdiiect access, the national data protection
agencies must cooperate closely on the basis afl&ri14(2) of the Schengen Convention (see

below).

. DESCRIPTION OF THE PROCEDURE FOR RIGHT OF ACCESS IN EACH COUNTRY IN THE

SCHENGEN AREA

The procedures specific to each country applyimgSbhengen acquis which are to be followed by
persons wishing to exercise their right of access described in the national fact sheets in

chapters IV-XXVII.

Special situations requiring a particular procedure
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l1I.A Cooperation between national data protectionagencies:

When a person sends a request for access to datageo him to the national data protection
authority of one of the Member States in the Scharggea and it transpires upon verification of the
data that they were entered by another Schengde, $ite supervisory authorities of both States
concerned — i.e. the State which received the stoaed the State which issued the alert — must

work in close cooperation.

Given the large number of requests for access winglmore than one State and the possible
consequences for individual freedoms, in partictilarfreedom of movement, of an alert in the SIS,
efficient and swift cooperation between the sumaEmy authorities is of the essence. The following

principles should apply with due regard to natidaal:

- A national supervisory authority which receiveiequest for access must, when the personal
data were entered by another State, act in clospetation with the national supervisory
authority of that other State.

Under no circumstances does a request for cooperaglieve the supervisory authority

initially addressed of responsibility.

- The supervisory authority initially addressed traigoply the requested authority with all the
information in its possession which may be of usenaking checks. The requested national

supervisory authority must exercise due diligenbemvconducting the requested checks.

In particular, the supervisory authority must wenfhether the alert in the SIS is well-founded,

which sometimes involves extending checks to dat@g in national files.

- Special priority must be given to processing ¢hesquests to avoid excessive delay in

replying to the applicant.
If the national law applicable allows the applicdat exercise his right of access directly by

contacting the authorities handling the nationlakfihe must be informed of this possibility withou

delay.
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- Once the checks have been completed, the requessigervisory authority sends the
supervisory authority initially addressed all thdormation gathered in the course of its
investigations and gives an opinion. In that opinithe national supervisory authority
informs the requesting national supervisory autiiast the implications of its national law
for rights of access. It may indicate what the sieci on the request for access would be
under its national law. If it applies direct acceadereas the requesting authority applies
indirect access, it will specify whether it agraesthe information being disclosed to the

applicant.

[.B  Recording of aliases
It often occurs that an SIS alert is issued foeespn whose identity has been stolen (e.g. follgwin
the theft and use of his identity papers by a tpady). The wanted person is recorded under the

various identities that he may assume.

SIS alerts for persons whose identities have bexdenspose serious legal and practical problems.

The SIS contains an alert for an identity whichresponds neither in law nor in fact to a person
meeting any of the criteria laid down in ArticleS & 100 of the Schengen Convention. Such alerts
are contrary to the principles that data must bevest and accurate, which are essential elements

of data protection.
Moreover, the experience of national supervisohauties shows that those whose identities have
been stolen may be placed in an extremely disadganus situation and have great difficulty in

asserting their rights.

Without prejudice to the technical solutions evatifuenvisaged, the following principles should

be applied in processing requests for access femsops whose identities have been stolen:
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- Given the obligation incumbent on the Statesi@pédting in the SIS to guarantee that the
data entered is accurate and up-to-date, the gtofialerts on persons whose identities have
been stolen can be permitted in only a very limiteonber of cases, i.e. only where the
seriousness of the case, under the conditions asianed in Article 95-100, warrants the
processing of these data.

The rights of the person whose identity has beelerst— in particular the right to request

deletion of an alert prejudicial to him — must beighed against the risks of deletion.

- When a person whose identity has been stolerciggsrthe right of access to the data, the
State that issued the alert should accede to a&sedor deletion of the alert with the utmost
speed in most cases, particularly where the alex$ v8sued under Article 96 and not

Article 95, for instance.

- Finally, it may happen that a person whose itiemndi entered in the SIS as an "established
identity" maintains that his name has been stoleth ased for fraudulent purposes. This
delicate situation may arise when the perpetrdttheoffence has been apprehended and has
claimed the identity of the victim of the identityeft. The Schengen JSA believes that in such
cases the person who considers that he has baetina of identity theft must be able to use
every possible means to prove that he did not cartimaioffence of which he is accused and

to assert his rights.
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[11.C Alert for an alien holding a residence permit issued by a Member State

Article 25(2) of the Schengen Convention providasthie following procedure in such cases:
"Where it emerges that an alert for the purposegfoking entry has been issued for an alien who
holds a valid residence permit issued by one of Goatracting Parties, the Contracting Party
issuing the alert shall consult the Party whictuéskthe residence permit in order to determine
whether there are sufficient reasons for withdrawtre residence permit.

If the residence permit is not withdrawn, the Caating Party issuing the alert shall withdraw the
alert but may nevertheless put the alien in questioits national list of alerts."

It may then happen that a foreign national is tiigext of an SIS alert issued by a Member State in
the Schengen area under Article 96 of the Sche@gewvention although he is lawfully resident in
another Member State.

This situation seems illogical, since it should et possible for a person to be resident in the
territory of a Member State in the Schengen areitevelh the same time being posted in the SIS as
an "undesirable alien" in the Schengen area.

In such circumstances it is important that when datya protection agency discovers that a person
exercising his right of access to the SIS is inditeation described above, it verifies whether the
procedure provided for in Article 25(2) of the Segen Convention has been observed, usually
leading to the deletion of the alert for the personcerned. If the country which issued the permit
considers that there is no reason to withdraw dullwissued residence permit, the alert must

automatically be deleted from the SIS. The Coneentillows the State which issued the alert no
powers of discretion whatsoever on that point.

An examination of this question by the JSA revedleat the procedure is not systematically
applied and that it may prove to be extremely lendor the person concerned. Moreover, it
appears that Member States believe that they de pawers of discretion as to whether it is

necessary to delete an alert on the basis of ArB5(2) of the Schengen Convention.
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In the light of the above, data protection agenstesuld apply the following principles:

- check whether a person who is the subject oflen ia the SIS is in possession of a valid
residence permit issued by a Member State in ther®en area,

- if so, remind the authorities concerned thattdmieof the alert is automatic (exceptions apart)
and urge that the data be swiftly deleted fromSt&
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IV. AUSTRIA

1.  Nature of right of access (direct, indirect or nxed right of access)

In Austria, the right to information under data feadion law is fundamentally direate. requests
for information must be addressed to and answeyetidoparty responsible for processing the data
(known as the Auftraggebet ("principal™) in Austria). This rule applies inegeral under Austrian
data protection law and would also apply in patéictio information in the SIS concerning alerts

pursuant to Articles 95 to 100 of the Schengen @ation.

2.  Contact details of the body to which requests faccess should be addressed
Requests for information must be addressed to ¢ieepauthority (as principal) from which the

person concerned wishes to know if it has proceda&concerning him or her.

3. Formalities for the request: information and doeciments to be supplied — possible costs

Pursuant to 826 of tHeatenschutzgesetz (DSG) 20@&ta Protection Act 2000) the principal must

provide the person concerned with information:

—  where requested in writing by the person conakfaad orally with the principal's consent),
and

- if the person concerned proves his or her ideitilue form (i.e. a copy of an identity card).

The information must include:

- the data processed,

- available information on its source,

- all recipients or groups of recipients of datatmissions,

- the purpose of use of the data,

- the legal basis, in easily understandable terms,

- at the request of the person concerned, the namgsaddresses of any service providers

processing the data.
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Information must nobe given:

- If necessary to protect the person concernesgpecial reasons,
- if overriding, legitimate interests of the pripal or a third party constitute an impediment,

- if overriding public interestsonstitute an impediment to disclosure of the nmation given

the necessity of:

. protecting constitutional institutions of the Auign Republic,

. ensuring that the Federal armed forces are riadction,

. protecting the interests of comprehensive deferfi¢ke nation,

. protecting important foreign-policy, economic diinancial interests of the
Austrian Republic or the European Union, or

. anticipating, preventing or prosecuting crime.

If disclosure has to be refused in order to propedtic interests in the field of law enforcemehg
remark that "none of the data relating to the dathject which comes under the obligation to
provide information has been used" (paragraph 5%tne indicated in all cases in which no
information is given (including where no data hasially been used).

Refusals to provide information are subject to fieation by theDatenschutzkommissiofData
Protection Commission) and to a special appealsspire.

Information may not be provided if the person caned has failed to cooperate in the course of the

information procedure or has failed to pay the llggaquested fee.

The person concerned must cooperate with reasogabkiioning in the course of the information

procedure.

Within eight weeksthe principal must supply the information or giwgitten reasons for not
supplying it in part or in full.

Information is supplied free of charge when it cenms an up-to-date database and when the person
concerned has not already made the same requbst same year.

In all other cases a flat rate of EUR 18,89 maylmerged, which may be varied if higher expenses
are actually incurred. If disclosure of the infotroa results in a correction, the fee must be

reimbursed.
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4. Contact details of the national data protectiormgency, and its possible role

Datenschutzkommission
Hohenstaufengasse 3
A - 1010 Vienna
Tel.: +43 1 531 15/2525
Fax: +43 1 531 15/2690

E-mail: dsk@dsk.gv.at

If the police authority fails to meet the eight Wekeadline, i.e. if no reply has been receivedf or
notification is given that none of the data relgtin the data subject which comes under the
obligation to provide information has been procdsige matter may be referred to the Data
Protection Commission pursuant to 831(1) and (4hefData Protection Act 2000.

If, in an appeal pursuant to 831(4) of the Datatdution Act 2000, the principal pleads the
necessity for secrecy in the overriding public iest, the Data Protection Commission must verify
whether secrecy was necessary and must order sliselof the data if secrecy towards the person
concerned was not warranted.

The authority may, however, appeal to therwaltungsgerichtshaiHigher Administrative Court).
Otherwise the Data Protection Commission's ordestrbe followed within eight weeks, failing
which the Data Protection Commission itself magldise the data to the person concerned.

5. References of the main national laws that apply
826 of the Data Protection Act 2000 (DSG 20@1}3BI. (Federal Law Gazette) |, No 165/1999.

826 (1) The principal must supply the data subjett information on data processed in respect
of him or her when the data subject so demandsriting and proves his or her identity in due
form. With the consent of the principal, requesis ihformation may also be made orally. The
information supplied must include the data procgss®ailable information regarding its source,
any recipients or groups of recipients of datagnaissions, the purpose of use of the data and the
legal bases therefore in easily understandablesteAnthe request of the data subject, he or she
must be supplied with the names and addressesvi¢es@roviders processing his or her data. With
the consent of the data subject, information magugeplied orally instead of in writing, with the

option of inspection and a copy or photocopy.
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(2) Information must not be supplied where necgskarspecial reasons in order to protect the
data subject or where overriding, legitimate indé&seof the principal or a third party, in partiaula
overriding public interests, constitute an impedinéo the disclosure of information. Such
overriding public interests may arise from the sdg of:

1.  protecting constitutional institutions of the gian Republic, or

2. ensuring that the Federal armed forces are readiction, or

3.  protecting the interests of comprehensive def@fithe nation, or

4.  protecting important foreign-policy, economicforancial interests of the Austrian Republic
or of the European Union, or

5.  anticipating, preventing or prosecuting crime.

The admissibility of any refusal to provide infortim@ on the grounds in Nos 1 to 5 is subject to
verification by the Data Protection Commission parg to 830(3) and to the special appeals

procedure before the Data Protection Commissiosyaunt to §31(4).

(3) The data subject must cooperate with reasorgai#stioning in the course of the information

procedure in order to avoid unwarranted and disptagnate work for the principal.

(4) Within eight weeks of receipt of the requeshei the information must be supplied or the
reasons for not supplying it in part or in full mhli® given in writing. Information may also not be
provided because the data subject has failed tgerate with the procedure pursuant to

paragraph 3 or to pay the fee.

(5) In areas of law enforcement responsible for pleeformance of the tasks referred to in
paragraph 2, Nos 1 to 5, the following procedurestthe followed if necessary to protect public
interests which require a refusal to provide infation: in all cases in which no information is
provided — also if no data is actually being usethstead of substantive grounds it must be
indicated that none of the data relating to thea datbject which comes under the obligation to
provide information has been used. The admisgibitit this procedure shall be subject to
verification by the Data Protection Commission parg to 830(3) and to the special appeals

procedure before the Data Protection Commissiosyaunt to 831(4).
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(6) Information must be supplied free of charge doncerns the up-to-date content of a data file
and if the data subject has not previously reqdest®rmation from the principal in the current

year in the same sphere. In all other cases aaflatof EUR 18,89 may be charged, which may be
varied if higher expenses are actually incurredy fge paid must be reimbursed notwithstanding

any claims for damages if data was illegally used ihe information resulted in a correction.

(7) Once he is aware that a request for informatias been made the principal may not destroy
data relating to the data subject for a periodaf imonths and, if an appeal is lodged with theaDat

Protection Commission pursuant to 831, not unélfthal conclusion of the proceedings.

(8) Where data files are open to inspection bypilelic by law, the data subject shall have the
right to information to the extent to which theseairight to inspect. The procedure for inspedigon

governed by the more detailed provisions of theslagtablishing the public register.

(9) The special provisions of the Criminal Recort A968 governing criminal record certificates

shall apply to information from the criminal recerd

(10) Should a contractor decide autonomously, erbtsis of legal provisions, professional ethics,
or codes of conduct pursuant to 86(4) to use aaagpéacation pursuant to the third sentence of 84,
No 4, the data subject may initially address hguest for information to the party which ordered
establishment of the application. The latter mognediately inform the data subject of the name
and address of the autonomous contractor free afgeh if not already known, to enable the data
subject to assert his right to information pursuararagraph 1 vis-a-vis the latter.

6. Language regime
According to Austrian legislatiorihe data subject may start the procedure for the afjaccess in

German.
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V. BELGIUM

1.  Nature of right of access
Anyone has the right to indirect access to any @eisdata concerning them which has been
processed by police authorities. In order to esertihat right a request must be sent to the Privacy

Protection Commission.

2.  Contact details of the body to which requests faccess should be addressed

Commission de la protection de la vie privée
Rue Haute 139>
1000 Bruxelles

Commissie voor de bescherming van de persoonkikerisfeer
Hoogstraat 139
1000 Brussel
Tel: +32 2 213 85 40
Fax: +32 2 213 85 65
Website:http://www.privacycommission.bettp://www.privacycommission.be/
Email: info@privacycommission.be

3.  Formalities for the request: information and do@ments to be supplied
Requests should be submitted to the Commissionabgddand signed letter. The letter should
contain the surname and first name, date of binith @ationality of the person concerned plus a

photocopy of their identity card.

The name of the authority or service concerned alhdelevant information relating to the
challenged data — nature, circumstances and safraiscovery of data and any corrections

desired — should be indicatédknown
The procedure is free of charge.

4.  Expected outcome of requests for access. Conteafithe information supplied
When it receives a request for indirect accessetsqmal data processed by a police authority the

Commission makes the necessary checks with thewiytboncerned.
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Once the checks have been completed the Commisdams the person concerned that they have
been carried out. Where appropriate, when datébbas processed by a police authority with a
view to identity checks, and following consultatioh the authority concerned, the Commission

sends the person concerned any other informaticongiders appropriate.

5. References of the main national laws that apply

- The Act of 8 December 1992 relating to the pridec of privacy with regard to the
processing of personal data, as amended by theofAdil December 1998 transposing
Directive 95/46/EC of 24 October 1995, in particiuAaticle 13 thereof;

- The Royal Decree of 13 February 2001 implementimeggAct of 8 December 1992 on the

protection of privacy with regard to the processoigersonal data, in particular Articles 36 to 46

thereof.
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VI. CZECH REPUBLIC

1. Nature of right of access
The data subject has a right of direct access.dale subject should primarily exercise his rights i

respect of the SIS vis-a-vis the data controller,the Police of the Czech Republic.

2.  Contact details of the body to which requests faccess should be addressed
Police Presidium of the Czech Republic
P. O. Box 62/K-SOU
Strojnicka 27
170 89 Prague 7

3.  Formalities for the request: information and do@mments to be supplied — possible costs
Information on how to apply for information on arecection/deletion of the data is available on the
web sites of the DPAxNww.uoou.c3, including forms that the data subject may ude Wweb sites

of the Police Wwww.policie.c? and the Ministry of Interiorhttp://www.mvcr.cz/eu-schengen.a3px

provide some information, as does the general 'fi@an” web site of the Czech republic

(www.euroskop.ck

Any data subject is entitled to send a written e=guo the Police of the Czech Republic (address
given above) asserting his/her right to informatmm and deletion or correction of his/her data
processed in the SIS. Information about the pracgss personal data in the SIS is to be revealed
only to the data subject concerned (or his/herty). The request must contain identification of
the applicant — all first name/s, surname, date@ade of birth and address. The Police is obliged

to answer within 60 days. Exercise of the righaotess is free of charge.

4.  Contact details of the national data protectioragency and its possible role

The Office for Personal Data Protection
Pplk. Sochora 27
170 00 Praha 7
Czech Republic
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The Office for Personal Data Protection is competieneview personal data processing within the
national part of the SIS at the request of datgestsin cases where there is suspicion of an
unlawful procedure or where the controller (theiétbf the Czech Republic) has not provided a

satisfactory response.

5.  Expected outcome of requests for access. Contafitthe information supplied

The Police should answer whether any personalaateerning the data subject is contained in the
SIS, what it is, why it has been entered (for whapose) and by which authority.

According to Art. 83/4 of the Police Act the Policeust not grant the request if this would
jeopardize the accomplishment of police tasks imeation with criminal proceedings or national

security or endanger legitimate interests of atperson.

6. References of the main national laws that apply

Act No 101/2000 Coll., on the Protection of Perd@ata and on Amendment to Some Acts (Art.
12 and 21)

Act No 273/2008 Coll., on the Police of the CzedpBblic (Art. 83 and 84)

7. Language regime
The Czech language is the only official languagecmmmunication with the Czech authorities.
However, the Czech DPA communicates in English @& Whe basic information on how to apply

for the right of the access on the web site ofGaech DPA is also available in English.
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VII. DENMARK

1.  Nature of right of access

The data subject has a right of direct access.

2.  Contact details of the body to which requests faccess should be addressed

Requests for access should be addressed to tloe Balivice, which is the data controller:

Rigspolitiet
Polititorvet 14
DK-1780 Kgbenhavn V
Tel.: +45 33 14 88 88

3.  Formalities for the request: information and do@ments to be supplied — possible costs

There are no particular formal requirements fordispatch of requests.

Requests for access must be answered as soon siblggoand where in exceptional cases an
answer cannot be given within 4 weeks, the dataralber must inform the applicant accordingly.
Such communication must state the reasons why igideaannot be taken within 4 weeks and

when it can be expected to be taken.

Access should in principle be given in writing lifet applicant so requests. Where the data subject
goes in person to the data controller, it shoulcesblished whether the former wants a written

reply or an oral explanation of the contents ofdh&a.
Requests for access are free.
4.  Contact details of the national data protectioragency and its possible role

Datatilsynet
Borgergade 28, 5. sal
DK-1300 Kgbenhavn K
Tel.: +45 3319 3200
Fax: +45 3319 3218
E-mail: dt@datatilsynet.dk
www.datatilsynet.dk
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Complaints about the Police Service's decisionamess may be made to the Data Protection
Agency. In processing complaints, the Data Pratactigency examines the case itself to ensure
that no data have been entered in a way whichictnflith the rules of the Schengen Convention.

5.  Expected outcome of requests for access. Conteafitthe information supplied

Under Section 31(1) of the Act on Processing ofséaal Data, the controller (in this case the
Police Service) has to inform a person who has #itduna request whether or not data relating to
him are being processed. Where such data are penegssed, communication must be made to
him in an intelligible form about the data that &eng processed, the purposes of the processing,
the categories of recipients of the data and aajlaMe information as to the source of such data.

Under Section 32(1) in conjunction with Section Z0¢f the Act, this does not apply if the data
subject's interest in obtaining this informationfasind to be overridden by vital public interests,

including

(1) national security

@ ...

(3) public security

(4) the prevention, investigation, detection anaspcution of criminal offences or of breaches of
ethics for regulated professions

Under Article 95 and Articles 98 to 100 of the Sufpen Convention, the aim of entering
information in the Schengen Information Systenths: arrest of wanted persons, the appearance of
persons summoned, the service of a criminal judgnoera summons, discreet surveillance or
specific checks on persons and vehicles and thatidwc of objects sought for the purposes of

seizure or use as evidence in criminal proceedings.

In relation to these aims, there will be situatiovizere the data subject may not be told whether
information has been entered about him under A&gi@5 and 98 to 100 of the Convention. The
data subject might otherwise be able to take stdpsh could seriously jeopardise the measures to

be implemented as a result of the alert, see algsolé109(2) of the Schengen Convention.

6. References of the main national laws that apply
Act No 429 of 31 May 2000 on Processing of PersOradd.
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VIIl.  FINLAND

1. Nature of right of access

The data subject has a right of direct access.

2.  Contact details of the body to which requests faccess should be addressed

The request must be made in person to the locaiadigolice.

3. Formalities for the request: information and doeiments to be supplied — possible costs
Applications must be made to the police in persoa applicants must at the same time produce
proof of identity.

Exercise of the right of inspection is subject &ympent only if less than one year has elapsed since

the person concerned last exercised that right.

The keeper of the register must, without undue yjaj@ve registered persons an opportunity to

consult the information in the register and mustvte information when requested in writing.
4.  Contact details of the national data protectioragency and its possible role

Albertinkatu 25 A
PL 315,

FIN - 00181 Helsinki
Tel.: ++358 (0)10 36 66700
Fax: ++358 (0)10 36 66735

E-mail: tietosuoja@om.fi
Internet: www.tietosuoja.fi

If the police refuses the right to inspect SIS datahe basis of Section 27 of the Law on personal
data, a certificate must be produced to that eféext the registered person must be directed to
contact the data protection agency. The registpegdon can thereafter submit the matter for the
agency's consideration.

The data protection agency takes binding decismmamatters concerning right of inspection.
Appeals against decisions taken by the agency redgdged with the relevant administrative court
and thereafter with the Supreme Administrative €¢8ections 28 and 29 of the Law on personal
data).

5. References of the main national laws that apply

Data Protection Act (523/1999)

Police Data Protection Act (761/2003)
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IX. FRANCE

1. Nature of right of access
Right of access is mixed.

Access is direct where persons registered in tBeatd:

- persons wanted for family reasons (Article 9Thef Convention),

- minors prohibited from leaving the country (&h& 97),

- minors who have run away (Article 97),

- persons referred to or identifiable when there aisstolen vehicle alert

(Article 100).

In all other cases, right of access to SIS is eairUnder Article 39 of the Law of 6 January 1978

on Data Processing, Data Files and Liberties, thetioNal Data-Processing and Liberties

Commission appoints one of its members, a magestaformer magistrate, who is or has been a
member of the Council of State, the Supreme ColirAppeal or of the Court of Auditors, to

conduct the necessary investigations and to makagpropriate amendments.

2. Contact details of the body to which requests f@access should be addressed

Requests concerning any of the four cases mentianéch are entitled to direct access must be

sent directly to:

Direction générale de la police nationale
Ministére de l'intérieur
11 rue des Saussaies
F - 75008 Paris
Tel.: +33(0)1.49.27.49.27
Fax: ---
E-mail: ---
Internet: www.interieur.gouv.fr

In all other cases requests for access shouldritdcse

Commission nationale de l'informatique et des téer

8, rue Vivienne — CS 30223
F - 75083 PARIS CEDEX 02
Tel.: ++33 15373 22 22
Fax: ++33 15373 22 00
E-mail: bmonegier@cnil.fr

Internet:www.cnil.fr
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3. Formalities for the request:information and documents to be supplied — possibleosts
Right of access is exercised on a strictly persbaals. Requests must be presented by the parties
concerned themselves (under no circumstances shioeydbe presented by a family member), or

by lawyers acting on their instruction.

There are no particular formal requirements. Howevwee applicant must indicate his name,

first name, date and place of birth and attachiscapplication a legible photocopy of a document
proving his identity. Copies of any relevant docuatsgnotification of refusal of a visa based on an
SIS alert, a court decision in favour of the appticsuch as the annulment of an expulsion order)

should also be attached to the request.
The procedure for right of access is free of charge
4.  Contact details of the national data protectioragency and its possible role

Commission nationale de l'informatique et des téer
8, rue Vivienne— CS 30223
F - 75083 PARIS CEDEX 02
Tel.: ++33 153 73 22 22
Fax: ++33 153 73 22 00
E-mail: bmonegier@cnil.fr
Internet:www.cnil.fr

5. Language regime

The data subject can submit his request in French.
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X. GERMANY

1.  Nature of right of access
The right of access in Germany _is dirtelttis exercised directly by application to thetrarity
responsible for recording the data. If he so wislies person concerned may exercise his or her

right of access through the data protection agency.

2.  Contact details of the body to which requests faccess should be addressed

Bundeskriminalamt
— SIRENE Biiro —
D — 65173 Wiesbaden
Tel.: ++611 551 65 11
Fax: ++611 551 65 31
E-mail: sirenedeutschland@bka.bund.de

3.  Formalities for the request: information and do@ments to be supplied — possible costs
The person concerned should state his or her serfaraiden name where applicable), first name
and date of birth so as to avoid any confusion.rAfram that, there are no particular formal
requirements, and the procedure is free of charge.

It is within the competence of the responsible arith — the Bundeskriminalamt — to determine

details of the further procedure.

4.  Contact details of the national data protectioragency and its possible role

The national data protection agency may supportpgrson concerned in exercising his or her
rights by forwarding the request for information ttee body responsible for recording the data,
e.g. theBundeskriminalamt(Federal Bureau of Criminal Investigation), or lytiating a data
protection inspection of that body on request. agency's address is:

Der Bundesbeauftragte fiur den Datenschutz undhdloenhationsfreiheit
HusarenstralRe 30
D - 53117 Bonn
Tel.: ++49-228-997799-0
Fax: ++49-228-997799-550
E-mail: poststelle@bfdi.bund.de
Internet:www.bfdi.bund.de
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If the request concerns an alert pursuant to Axt88 of the Schengen Convention the information

is usually disclosed.

If the request concerns an alert pursuant to Art@8 or Article 99 of the Schengen Convention, it
may be refused if at least one of the generallidwa&asons for denying disclosure of information,
which are laid down in § 19(4) of the Federal DRtatection Law, is applicable to the request; i.e.
if disclosure of the information would jeopardigee tproper performance of the tasks incumbent
upon the recording body or pose a threat to puaaurity or law and order, or if the data or thet fa

that they have been recorded must be kept secrdavioyor by definition, in particular in the

overriding interests of a third party, and the liests of the person concerned in obtaining the

information must consequently give way.

If the alert was issued by a foreign authority parg to Article 95 of the Schengen Convention the
position of the foreign issuing authority pursuémtthe third sentence of Article 109(1) must be
taken into account. The information is usuallyvpded by theBundeskriminalamt SIRENE
Bureau. If the person concerned has applied tmdtienal data protection agency the information
is supplied by the Federal Data Protection Commsi The information usually includes the
legal basis for the alert, the date it was issustithe probable length of time for which it will be

kept, as well as the issuing authority.

5. References of the main national laws that apply
The main national texts to be applied are Artid® bf the Schengen Convention in conjunction
with Article 19 of the Federal Data Protection Law the relevant regulations on the right to

information in the laws on data protectiorLanderlevel.

6. Language regime

According to the national legislation "(823 of tkederal Law on administration procedures -
"Verwaltungsverfahrensgesetz") the official langeiag German, but with regard to European
Union citizenship, as mentioned in Article 17 ffEE Treaty, applications or requests in EU

languages other than German are accepted, too.
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XI. GREECE

1.  Nature of right of access

Under Article 12 of Law 2472/1997 the right of assés direct (applicants submit their requests
directly to the SIRENE Bureau). If applicants séimeir requests to the Personal Data Protection
Authority, they are advised to submit them direttifhe SIRENE Bureau.

2. Contact details of the body to which requests faccess should be addressed
The law stipulates that requests be sent to th&SHERBureau, whose full address is:

Ministry of Citizen Protection
Greek Police
International Police Cooperation Division
3d Division SIRENE
Kanellopoulou 4
GR- 101 77 Athens
Tel.: ++301 69 81 957
Fax: ++301 69 98 264/5
E-mail: info@sirene-gr.com
Internet: ---

3. Formalities for the request: information and doeiments to be supplied — possible costs

Requests must state the applicant's name and foegrfather's forename, applicant's full date of
birth and nationality. Other particulars, e.g. thgplicant's identity number, passport number,
address and telephone number and mother's foremageptional. Applicants must provide a
photocopy of their passports.

To exercise their right of access under Articleoi2aw 2472/1997 applicants must pay EUR 5 to
the data controller (SIRENE Bureau), and they npast EUR 60 in order to exercise their right to
object under Article 13 of that Law and Decisior212dopted by the Personal Data Protection
Authority on 9 October 2001. We should add thabriter to exercise the right of access to SIS, the
essentially paltry sum of EUR 5 is never levied dhd Greek Data Protection Authority is
considering the possibility of formally abolishirg

4, Contact details of the national data protectioragency and its possible role

Contact details of Greece's national personal platizection agency are:

Hellenic Data Protection Authority
Kifisias 1-3, 1st floor
GR — 115 23 Athens
Tel.: ++30 210 6475600
Fax: ++ 301 210 6475628
E-mail: contact@dpa.gr
Internet: www.dpa.gr
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The national Personal Data Protection Authorityc&ksehat the SIS alert concerning the applicant

is lawful and legitimate.

5. Expected outcome of requests for access. Conteithe information supplied
If the alert was issued under Article 96 of the &afen Convention, the applicant will be informed

of the data relating to him.

If the alert was issued under Article 95 or Artiéle of the Schengen Convention, the applicant is
likely to be refused disclosure of the data. Mom¥pvin accordance with Article 12(5) of
Law 2472/1997, the data will not be disclosed & firocessing has been carried out on national
security grounds or in the investigation of paracly serious offences. Where an alert under
Article 95 of the Schengen Convention has beeressy a foreign authority, the latter's opinion is

taken into account when deciding whether to rel¢laselata to the applicant.

The information released to the applicant comprisedegal basis for the alert, the date on whiich i
was entered in the SIS, the department which entire data, and the length of time it is to be

stored.

6. References to the main national laws that apply
The applicable provisions are Article 109 of thén&wyen Convention and Article 12 (exercise of
the right of access) and Article 13 (exercise eftiight to object) of Law 2472/1997.

Comment

Where applicants' particulars have been enterdaeilsIS by the Greek Police, requests to exercise
the right of access and the right to object unddickes 12 and 13 of Law 2472/1997 are made

directly to the data controller.

As for the language regime, the official languag&reek, however, requests in English are also

considered.
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XIl. HUNGARY

1. Nature of right of access

The right of access can be exercised both diracttyindirectly.
2.  Contact details of the body to which requests for@ess should be addressed

The SIRENE Office of the National Police Headquarte
H-1139 Budapest, Teve utca 4-6.
Tel: +36 1 443 5861
e-mail: sirene@nebek.police.hu

The Office of the Parliamentary Commissioner fotadDarotection
H-1051 Budapest, Nador u. 22.
Tel: +36 1 475 7100
e-mail: privacy@obh.hu

A request for access can be made in person at@iog station in the territory of Hungary and at
any diplomatic mission of the Republic of HungaRequests will be forwarded to the SIRENE
Office.

3. Formalities for the request: information and documaents to be supplied — possible costs

The person concerned must provide credible protisgiher identity. Requests can be submitted in
Hungarian, English, German or French. The inforaratmust be given in writing within the

shortest possible time, but not later than withindays of the lodging of the request. The request
can be made free of charge. If the data subjeeatsphis/her request during a given calendar year,

the costs of providing the information will be ched.
4. Contact details of the national data protection agecy and its possible role

The Data Protection Commissioner has the authooitgnswer requests submitted to him after
checking the relevant files in the Schengen InfdromaSystem. Furthermore, if the data subject has
doubts concerning the answer received from the SIRBureau, or if no answer is received from

the SIRENE Bureau, he may apply to the Data Priote€@ommissioner.

5. References to the main national laws that apply

Act LXIII of 1992 on the Protection of Personal Ba@nd Public Access to Data of Public Interest
Act CV of 2007 on Cooperation and Information Exapain the framework of the Convention
Implementing the Schengen Agreement
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X, ICELAND

1.  Nature of right of access

The right of access to information is direct.

2.  Contact details of the body to which requests f@access should be addressed
Applications should be addressed to the Sirene &urm Iceland, which is run by the
Commissioner of the Icelandic National Police (CJNP
The CINP's address is:
Rikislogreglustjori
Skulagata 21
IS - 150 Reykjavik
Tel.: ++354 444 2500
Fax: ++354 444 2501
E-mail: rls@rls.is
Internet: www.rls.is

Special application forms can be filled in at logadlice stations or at the CINP's premises.
Decisions on the release of information are takethb Sirene Bureau.

3.  Formalities for the request: information and do@ments to be supplied — possible costs
The applicant must provide some proof of identitg &he application form must be filled in in the
presence of a police officer. The applicant mayyordquest access to information regarding
himself. However, a legal guardian may requestste information on his ward. Exercise of the
right of inspection is free of charge, but eachivitthal will only be granted access once a year,
unless special circumstances for more frequentsaceg@ply. The Sirene Bureau will consult
the DPA (Data Protection Authority) in such cases.

4.  Contact details of the national data protectioragency and its possible role

In cases where an applicant has received a staméphg "No information is registered/it is not
permitted to disclose registered information” (gp@ént 5), the Sirene Bureau must instruct the
applicant that he may appeal against this decitsidhe Ministry of Justice and Human Rights. The
Ministry may seek the DPA's opinion on the Siremgdau's decision.

The Ministry of Justice and Human Rights:
Domsmala- og mannréttindaraduneytid
Skuggasund
IS - 150 Reykjavik
Tel.: ++354 545 9000.
Fax: ++354.552.7340
E-mail: postur@dmr.stjr.is
Internet: www.domsmalaraduneyti.is
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The DPA's address is:

Personuvernd
Raudararstigur 10
IS - 105 Reykjavik
Tel.: ++354 510 9600.
Fax: ++354 510.9606
E-mail: postur@personuvernd.is
Internet: www.personuvernd.is

5.  Expected outcome of requests for access. Conteafitthe information supplied

The Sirene Bureau must answer all applicationsowithindue delay and no later than a month from
receipt of the request. If an applicant is regesdehe will be informed of the purpose of and reaso
for the registration. In cases where it is necgsgakeep the information secret in order to achiev
the intended aim of the entry into the informat®ystem, or in view of the interests of other
persons, or when discreet surveillance is in psgyréhe data subject does not have the right to be
informed of the recorded data. The applicant wélldiven the same standard reply as an applicant
who is not registered, namely "No information igistered/it is not permitted to disclose registered

information."

6. References of the main national laws that apply
The main national laws applying are: Act No 16/2G8)0 the Schengen Information System in
Iceland and Regulation No 112/2001 on the Schehgermation System in Iceland.

7. Language regime

Although not stated in law, Icelandic is the langgiaf administration in Iceland. However, if a

request in another language is received by anrdelauthority, it will be answered. If the request

is from an individual who is not in a position taderstand an answer in Icelandic (e.g. a foreign
national who does not have an Icelandic party gogrdlis interests, e.g. a solicitor), he will be

answered in a language that he understands.
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XIV. ITALY

1. Nature of right of access
Access may only be exercised directly, by applicatio the controller, the Public Security

Department of the Ministry of the Interior.

2.  Contact details of the body to which requests faccess should be addressed

Based on the guidance provided by the above Pubdcurity Department, all access and
verification requests should be sent to the follayaddress:
Ministero dell'interno
Dipartimento della pubblica sicurezza
Ufficio coordinamento e pianificazione delle fordiepolizia

Divisione N.SIS
Via di Torre di Mezza Via 9/121 - 00173 Roma

If the answer to a request is considered to betisfsetory, data subjects may lodge a complaint
with the Garante per la protezione dei dati pers@ishe address given below:
Garante per la protezione dei dati personali

Piazza di Monte Citorio, 121
00186 Roma

Complaints should be sent preferably by post ratheam by facsimile, in order to ensure that all the
documents are fully readable. They must contain@ppate contact details for the complainant; if

possible the latter's postal address, in ordeadiitate correspondence.

3. Formalities for the request: information and doeiments to be supplied — possible costs

No special requirements are to be met in ordendge the application (which may be sent either by
post or by fax) nor is there any fee or tax to aelpAlthough there are no express requirements for
establishing the applicant's identity in respeca@aess to the N-SIS in the applicable legislation,
order to expedite the processing of such a coniplaéishould be drawn up, if possible, in Italian,
English, French or German arsigned by the data subject concernedcontain a summary
description of the grounds on which it is lodgeal] #e accompanied byphotocopy of a suitable

valid ID pertaining to the data subject
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4.  Expected outcome of requests for access. Conteafithe information supplied

5. References to the main national laws that apply

The main national laws applicable are as follows:
(@ Law No 388 of 30 September 1993, concerningfication and implementation of the
Schengen Agreement and the relevant implementingvé&dion (see, in particular,

Articles 9, 10, 11 and 12);

(b) Legislative Decree No 196 of 2003.
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XV. LATVIA

1.  Nature of right of access

Anyone (both nationals and non-nationals of the MenStates in the Schengen area) has the right
to direct access to personal data held on theml$h @his is determined by the Cabinet of
Ministers’ Regulations No.622rder on how the data subject is to request infatibn and how

the data subject is to receive information regagddata stored in the Schengen Information System
and the SIRENE information systemThe data subject should be given an answer toeljsest
within one month.

The body competent to rule on any appeal submittedin individual whose request to view
personal data pertaining to him/her has either befnsed or unanswered is the State Data
Inspectorate, which is also competent to carry sugervision of implementation of the right to

correct incorrect data or delete illegal persorzahd

2.  Contact details of the body to which requests faccess should be addressed

The (written) request for direct access should dedressed to the State Police or diplomatic and

consular representations of the Republic of Latvia.

State Police
Ciekurkalna 1.linija 1, k-4
Riga, LV-1026
Ph: +371 67075212; fax +371 67371227
e-mail:kanc@vp.gov.lv

Contact information on the diplomatic and consukgpresentations of the Republic of Latvia is
available on the website of the Ministry of Foreiddfairs (the link to this information:

http://www.mfa.gov.Iv/lv/IMinistrija/mission).

3.  Formalities for the request: information and doeiments to be supplied

Requests should be submitted to the State Polite thre diplomatic and consular representations
of Latvia in person or electronically, by handinga dated and signed letter. When submitting a
request in person, the data subject must to praséhdn identity by presenting an identity
document. If the request is submitted electronycatl should be signed with a secure electronic
signature.
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The request should contain the surname and firsienaf the data subject; date of birth; personal
code (if the person has one); place of birth; stditerigin; type (if there is one) and number of th
identity document; title of the institution thasiged the document; date when the ID document was
issued and its expiry date; amount of informati@guested (information on data subject,
information on recipients of data subject inforroaji the way the individual wants to receive the
reply (in person at the State Police office ordiomatic and consular representations of Latvia o
indicate the address where the reply should bg.sent

The procedure is free of charge.

4.  Expected outcome of requests for access. Conteafithe information supplied

The representatives of the State Police or theodiptic and consular representations of Latvia, on
receiving a request for information from a datajecty verify the identity of the data subject
submitting the request and send the request teuheaunit of the State Police — SIRENE Bureau of
Latvia.

The SIRENE Bureau carries out the necessary checkihe request submitted and, within one
month, provides the data subject with an answex mfusal to provide information by sending a
reply to the address or the institution indicatgdtire data subject - the address where the letter
should be sent or to the State Police or the diptemand consular representations of Latvia.

5. References of the main national laws that apply

- Personal Data Protection Law;

- Law on the Operation of the Schengen Informa8gatem;

- Cabinet of Ministers' Regulations N0.622 (11.09.2) “Order on how the data subject is to
request information and how the data subject ieteive information regarding data stored in the
Schengen Information System and the SIRENE infaonatystem”.

6. Language regime

As for the language regime, all proceedings befomévian authorities should be in Latvian,
according to the Official Language Law of the Rdpubf Latvia, which also applies to rights of
access to the SIS. However, the Law on Petitionsigld 7 section 1 paragraph 4) states that a
petition or complaint may be unanswered if the tixthe petition cannot be objectively read or
understood. The SIRENE Bureau of Latvia has stttatirequests in English or Russian are also

considered.
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XVI.  LUXEMBOURG

1.  Nature of right of access
Access is indirect, in that the right of access caty be exercised through the supervisory
authority.

2.  Contact details of the body to which the requesbr access should be addressed

The Supervisory Authority established under Artitle of the Law of 2 August 2002 on the
Protection of Persons with regard to the Processfnigersonal Data modified by the Law of 31
July 2006, the Law of 22 December 2006 and the ag@a7 July 2007.

Parquet Général du Grand-Duché de Luxembourg
(Principal State Prosecutor's Office)
BP 15
L-2010 Luxembourg
Tel.: ++352 47 59 81-331
Fax: ++352 47 05 50
E-mail: parquet.general@mij.etat.lu

3. Formalities for the request: information and domwments to be supplied — possible costs
The Law of 2002 lays down no particular requireradat requests.

The procedure is free of charge.

Under Article 17 of the Law of 2002 the supervis@ythority will carry out the appropriate

verification and investigations and arrange for aagessary rectifications.

4.  Expected outcome of requests for access. Contenhthe information supplied
The supervisory authority will inform the data sedij that the processing in question does not

contain any data contrary to the treaties, lawsianpdementing regulations.
Nothing is disclosed with regard to the contenthef applicant's data.
5. References to the main national laws that apply

Law of 2 August 2002, as amended, on the ProtedidPersons with regard to the Processing of
Personal Data.
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Regulation of the Grand-Duchy of Luxembourg of 9gast 1993 authorising the establishment and
use of a data-bank as the national section of ttleer®en Information System (N.SIS) (the

Regulation does not cover right of access).

6. Language regime

The data subject may start the procedure for e of access in one of the following languages:
- Luxembourgish;

- French;

- German,;

- English.
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XVII.  LITHUANIA

1. Nature of right of access (direct, indirect or nxed right of access)

The data subject has a right of direct access.

2. Contact details of the body to which requests faccess should be addressed
Requests for access, correction or deletion shoelldddressed to the Ministry of the Interior of the

Republic of Lithuania, which is the data contraller

Ministry of the Interior of the Republic of Lithuen
Sventaragio str. 2, LT-01510 Vilnius
Lithuania
Phone +370 5 271 7130, fax +370 5 271 8551
Email korespondencija@vrm.lt

3. Formalities for the request: information and doeciments to be supplied - possible costs
Requests have to be submitted in writing and sigihbdy have to include the identity of the person

wishing to have access to data concerning him oy ¢veto have data concerning him or her
corrected/deleted (surname(s) and first name(s3ppal identification number (if he does not have
a personal identification number, date of birtHacp of residence, contact details (phone or email
address)). The applicant must provide the dataralbert with a document certifying his or her

identity. Exercise of the rights is free of charge.

4. Expected outcome of requests for access. Contafitthe information supplied
The data subject has the right to obtain inforrmatin the sources and the type of personal data that
has been collected on him, the purpose of theicgasing and the data recipients to whom the data

are or have been disclosed.

On receiving an enquiry from a data subject coringrthe processing of his personal data, the data
controller must inform the data subject whetheispeal data relating to him have been processed,
and disclose the requested data no later thannnithity calendar days of the date of the data

subject’s enquiry.
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Where the data subject, after inspecting his pailsdata, finds that they are incorrect, incomplete
and inaccurate or that they have been processeaviully and unfairly, and applies to the data
controller in writing, the data controller must ckehe personal data concerned without delay and
rectify the incorrect, incomplete and inaccuratespeal data and (or) suspend processing of such
personal data, except storage. If he finds thasqrexl data are being processed unlawfully and
unfairly, the data controller must destroy the peed data collected unlawfully and unfairly or
suspend processing of such personal data, execepgst without delay.

The data controller must inform the data subjea #me data recipients of the rectification,
destruction of personal data or suspension of geig of personal data at the request of the data

subject, without delay.

According to paragraph 2 of Article 17 of the Law begal Protection of Personal Data the data
controller must provide conditions for the datajeabto exercise his rights, with the exception of
cases provided by law when necessary to ensure:

1) state security or defense;

2) public order, the prevention, investigation, edtibn and prosecution of criminal

offences;
3) important economic or financial interests of sate;
4) prevention, investigation and detection of bheacof official or professional ethics;

5) protection of the rights and freedoms of thedatbject or any other persons.

The data subject must be refused information ah@upersonal data where necessary to perform
actions regarding the alert or to defend the righmsl liberties of third parties. Information
concerning personal data must not be disclosetealata subject within the timeframe valid for
alerts on discreet surveillance.

Proper reasons must be given for the data conteohgfusal to fulfil the data subject’s requedieT
data controller must inform the data subject ofrefsisal to provide the requested data within no
more than 30 calendar days of receipt of the daigest’s request.
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Article 109(1) of the Schengen Convention of 19eJd890 provides that the right of persons to
have access to data entered in the Schengen Intform@ystem which relate to them is to be
exercised in accordance with the law of the CotitigdParty before which they invoke that right. If
national law so provides, the national supervisauyhority provided for in Article 114(1) is to
decide whether information should be communicatetitay what procedures. A Contracting Party
which has not issued the alert may communicaternmition concerning such data only if it has
previously given the Contracting Party issuingalext an opportunity to state its position.
Regulations on the Lithuanian National Schengerorintion System approved by Order of
17 September 2007 of the Minister of the Interibthe Republic of Lithuania No. 1V-324 provide
that in cases where alerts on a data subject heee Issued by another Contracting Party, the
N.SIS data controller must not disclose informationthe data subject concerning personal data on
him in the national SIS, until authorization to yide such data has been received from the

Contracting Party which issued the alert.

The N.SIS data controller, in response to the datgect’s written application for rectification of

incorrect, incomplete or inaccurate personal dagatruction of unlawfully processed personal data
or suspension of processing operations on persgat@, must immediately forward it to the

competent institution of the Contracting Party,ifiyotg the data subject accordingly. When the
competent institution of the Contracting Party ltasrected any incorrect or inaccurate data,
updated any incomplete data, destroyed any unlfwitbred data or suspended processing
operations on such data, the N.SIS data controllest immediately notify the data subject and the

N.SIS data recipients to whom incorrect, inaccuoateacomplete data have been provided.

5. Contact details of the national data protectioragency and its possible role

State Data Protection Inspectorate
A.Juozapawuiiaus str. 6 / Slucko str. 2, LT-09310 Vilnius
Lithuania
Phone +370 5 279 1445, fax +370 5 261 9494
E-mail: ada@ada.lt

Internet:www.ada.lt
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If the data subject is not satisfied with the repdgeived from the data controller, or the data
controller refuses to grant the data subject'sestio exercise his/her right to have access thdris
personal data, to request rectification or destracof his personal data or suspension of further
processing of his personal data, or the data certrdoes not reply to the data subject within 30
calendar days of the date of his application, @ia dubject may appeal against acts (omissions) by
the data controller to the State Data Protecti@péctorate within three months of receipt of the
reply from the data controller or within three motof the date when the deadline for replying
expires. The data subject can attach documentsdétee controller's answer to the data subject’s
request, etc.), where they exist, substantiatiegdlts mentioned in the data subject's complaint,

order to ensure that the complaint is investigaféidiently.

After receiving the data subject'somplaint, the State Data Protection Inspectoraiecks the
lawfulness of the personal data processing andstakelecision on the facts described in the

complaint.

6. References of the main national laws that apply

The Law on Legal Protection of Personal Data

Regulations on the Lithuanian National Schengerorintion System approved by Order of
17 September 2007 of the Minister of the Interibthe Republic of Lithuania No. 1V-324

7. Language regime

Requests for access, correction or deletion mustubenitted in the official language of the state
(Lithuanian). Requests received in any other lagguaill be investigated according to a general
procedure. If the data subject’s request is imguage other than the official language of theestat
it must be translated into Lithuanian. The replyl e given to the applicant in the official

language of the state (Lithuanian).

The language of the complaint investigation procedsi Lithuanian. Where a complaint by a data
subject is lodged with the State Data Protectigpéctorate in any other language, it has to be
translated into Lithuanian. The decision on the plamnt is to be adopted and the reply to the

complainant given in the official language of thats (Lithuanian).
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XVIIl. MALTA

1. Nature of right of access (direct, indirect or nxed right of access)

The data subject has a right of direct access.

2. Contact details of the body to which requests faccess should be addressed
Requests for access, correction or deletion shioeildddressed to the competent national authority

through the following contact:

Data Protection Officer Insp. Sandro Camilleri
Legal Unit
Police Headquarters
Floriana
Tel: 21224001
Email: sandro.camilleri@gov.mt

3. Formalities for the request

In accordance with Maltese law, the request mussutemitted in writing and signed by the data
subject. The request must be made in Maltese olidgBngvhich are the two official languages
recognised by the Maltese Constitution. The repyusd be provided in the same language as used
by the individual submitting the request. The infiation should be provided without expense and

without excessive delay.

4. Procedure

The Schengen Convention establishes that the sightividuals to request access to their personal
data entered in the Schengen Information Syste®)($ to be exercised in accordance with the

domestic law of the competent national authorityemhthe request is submitted.

Having submitted a request, an individual is esditto receive written information in line with the
general data protection provisions contained in khatese Data Protection Act (Cap 440).
Information should be provided in intelligible foratbout the actual personal data being processed,
the source from where information was collectes purpose of processing, and the possible
recipients of information. Refusal or restrictianthe right of access may only occur when this is
justified for the suppression of criminal offences,where necessary for the protection of the data
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subjects or the freedoms of other individuals.

In the eventuality of a restriction or refusal, iheividual is to be informed in writing of such a
decision, including reasons for the decision unkssh communication could impinge on a legal

task of the Police or the rights and freedoms béoindividuals.

5. Contact details of the national data protectiorauthority and its possible role

Office of the Data Protection Commissioner
2, Airways House,
High Street
Sliema.
Malta
Tel: +35623287100, fax: +35623287198
Email: commissioner.dataprotection@gov.mt
Website:www.dataprotection.gov.mt

In the case of a restriction or refusal, the indlil has a right to file an appeal with the Data
Protection Commissioner within thirty days from whée decision is communicated to the

individual or when the individual may reasonablydeemed to know about such a decision.

In considering the appeal the Data Protection Casimmer must review the decision and must be

satisfied that a refusal or restriction is reastmabd well founded.

6. References to the applicable national legal fraework

The applicable legal instruments are the Data Priote Act (Cap 440) and Legal Notice 142 of

2004 regulating the processing of personal datharPolice sector.
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XIX.  NETHERLANDS

1.  Nature of the right of access

The nature of the right of access in the Nethedaml direct. The Police Data Act (Wet
politiegegevens) is applicable to the nationalisaadf the Schengen Information System (NSIS). A
right of access is granted in Article 25 of thei€@oData Act. Any individual can submit a written
request for access to his personal data in thdpEending a request to the Data Protection Officer
of the National Police Agency (Korps Landelijke i#etliensten). Within 6 weeks of the request for
access a reply should be communicated to the appliche reply will contain a communication on
the content of the data, unless grounds for refas#the communication lead to the application of
Article 27 of the Police Data Act. Communicationyniee refused if necessary in the interests of:

a. the proper execution of the police task;

b. significant interests of third parties;

c. the security of the State.

2.  Contact details of the body to which requests faccess should be addressed

Requests for access to information should be stédnio:

Korps Landelijke Politiediensten
Attention of the data protection officer
Postbus 3016
NL — 2700 KX Zoetermeer
Tel.: ++31-79-345 90 62
Fax: ++31-79-345 90 10

3. Formalities for the request: information and doeiments to be supplied — possible costs

On receiving a request for information the Datat&rtion Officer contacts the person concerned
regarding arrangements for dealing with the requesiopy of the identity card must be provided.
A fee of EUR 4.50 may be charged for dealing wetjuests.

Requests are examined to establish whether thelgeeamet or whether there are legal grounds for a

refusal.
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Requests concerning Article 96 alerts will be fomeml to the responsible authority for this
category of alerts, the Immigration and NaturalwsaService (IND) of the Ministry of Justice.
Requests concerning all other alerts will be dedh by the competent (police) authorities.

Once information has been obtained a request mawyauoke for the data to be completed, corrected

or deleted.

4.  Contact details of the national data protectioragency and its possible role
If there is a dispute regarding the processindgpnefrequest an application for mediation may be sent
to:

College Bescherming Persoonsgegevens
Postbus 93374
NL — 2509 AJ Den Haag
Tel.: ++31(0)708888500
Fax: ++31(0)708888501
E-mail: info@cbpweb.nl
Internet: www.cbpweb.nl

The application must be submitted within 6 weekeegtipt of the information.

Cases in which a request has been refused will daenieed free of charge by the College
Bescherming Persoonsgegevens (Dutch data protectgency). The College Bescherming
Persoonsgegevens can also be asked to examineewkletia has been recorded in the Schengen
Information System in accordance with the Scher@amvention and the law.

As an alternative, or if mediation by the CBP haitefl, an application may be filed with the digtric

court (administrative section) to consider the case decide as it finds appropriate.
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XX. NORWAY

1.  Nature of right of access

The right of access is direct.

2.  Contact details of the body to which requests faccess should be addressed

Kriminalpolitisentralen
(National Criminal Investigation Service NCIS)
PO Box 8163 Dep.
NO-0034 OSLO
Tel.: ++47 23 20 80 00
E-mail:
Fax: + +47 23 20 88 80
Internet: www.kripos.no

3.  Formalities for the request: information and do@mments to be supplied — provide costs

Applications for access must be made in writing sigthed. A written reply must be given without
undue delay and no later than 30 days from recéifite request.

4.  Contact details of the data protection agency ahits possible role

Datatilsynet
PO Box 8177 Dep.
NO-0034 OSLO
Tel.: +47 22 39 69 00
Fax: + 47 22 42 23 50
E-mail: postkasse@datatilsynet.no
Internet: www.datatilsynet.no

5.  Expected outcome of requests for access. Contafitthe information supplied

Applications for access are decided in the firstance by the registration administrator (NCIS). If
the application has been made to the registrattmirastrator, it is referred to the authority that
ordered the registration with a request for an iopinlf the application has been made to the
authority that ordered the registration, this atitiidorwards it to the registration administrator,

accompanied by an opinion.

If access is not granted because the applicamtisegistered or because the exclusionary provision
of the SIS Act applies (Section 15), alternativeugnrds must always be given, so that the grounds
provided do not indicate that data which cannadliselosed have been recorded.

6. References of the main national laws that apply

Act relating to the Schengen Information SystemV{LT999-07-16-66)
Regulations to Act No 66 of 16 July 1999 relating the Schengen Information System
(SIS regulations).
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XXI. POLAND

1. Nature of right of access

The right of access to information is direct.

2. Contact details of the body to which requests faccess should be addressed

According to the Act of 24 August 2007 on the mapttion of the Republic of Poland in the
Schengen Information System and the Visa Informat8ystem, Poland’s controller of data
processed within the Schengen Information Systerthés Commander-in-Chief of the Police.

Requests for access or modification of data shbelgdent to him.

Address for correspondence:
General Headquarters of the Polish Police (KGP)
Central Technical Authority KSI
02-514 Warsaw
148/150 Putawska Street
Poland

If there is a need for consultation regarding tbatents of a request for access to personal data,
contact with us is possible by phone or via e-mail:

tel.: +48 (22) 601-53-29
tel.: +48 (22) 601-53-15
e-mail: cot.admin.ksi@policja.gov.pl

3. Formalities for the request: information and doeciments to be supplied — possible costs
Everyone has the right to obtain comprehensiverin&ion regarding personal data concerning

them which are processed in data filing systems.
In accordance with Article 32 (5) of the Act of 28igust 1997 on the Protection of Personal Data
(Journal of Laws of 2002, No. 101, item 926, witlbsequent amendments), the person concerned

may exercise his/her right to obtain informatarce every six months

An application for access is free of charge.
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Pursuant to Article 32 (1-5a) of the Act on the tBction of Personal Data the data subject may

request the following information regarding the gassing of his/her personal data:

= whether the data exist in the system,

= for how long the data have been processed,

= the source of data acquisition,

= how data is made available,

= the purpose and scope of data processing,

= to what extent and to whom the data were madeabilail

The controller will reply regarding the requestatbrmation within 30 days. In order to obtain such

information a written request must be submitteBafish.

The request for information should include:

name and surname of the applicant,

Polish national identification number - PESEL (wdapplicable),
nationality,

date and place of birth,

photocopy of an identity document containing arclesge,

place of residence (country, city, street and houseber/apartment),
subject matter of the request,

signature of person making the request.

N~ WNE

In accordance with Article 32 of the Act of 14 Jur#60 on the Code of Administrative Procedure
(Journal of Laws of 2000, No. 98, Iltem 1071, withbsequent amendments), a party may be
represented in administrative proceedings by aipdéentiary, unless the nature of the activities
requires action in person. Article 33 of the Cod¢ablishes the procedural rules for power of
attorney, i.e.:

= the plenipotentiary may be a natural person hakaggl capacity;
= power of attorney should be notified in writing;
= the plenipotentiary files an original or officialbertified copy of the power of attorney.

A lawyer, legal counsel or patent agent may theweselhuthenticate a copy of the power of

attorney granted to him/her.

Refusal to provide information on processed persdata
According to Article 30 of the Act on the Protectiof Personal Data the controller may refuse to
provide access where this would:

1. resultin the disclosure of information constitgtia state secret,

2. pose a threat to state security or defence, lifermman health or safety and public order,
3. pose a threat to the basic economic or financtat@st of the State,

4. result in a substantial breach of personal interestiata subjects or third persons.
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The right to correct the data, request the susmemef their processing or removal

The data subject may ask the controller to suppimgodate, correct, remove, and temporarily or
permanently suspend processing of his/her data.eMenythe data subject must demonstrate that
the data are incomplete, outdated, inaccurate, baea collected in violation of the law or that
their processing is no longer necessary to achifey@urpose for which they were collected.
Application proceedings are conducted in accordawth the provisions of the Code of
Administrative Procedure.

4. Contact details of the national data protectiorauthority and its possible role

In order to provide an adequate level of legal gotivon for persons whose data is stored in the
Schengen Information System, the General InspefciorPersonal Data Protection supervises
whether the use of data violates the rights of dathjects. This supervision is exercised in

accordance with the laws on personal data protectio

Address for correspondence:
Bureau of the Inspector General for Personal DetgeBtion (GIODO)
2 Stawki Street
00-193 Warsaw
Poland
tel. +48 (22) 860-73-93
fax +48 (22) 860-70-86
http://www.giodo.gov.pl
kancelaria@giodo.gov.pl

Any person whose data are processed in the Schénfggmation System, is entitled to submit a
complaint to the Inspector General for PersonahPabtection in relation to the implementation of

the provisions on the protection of personal data.

5. References of the main national laws that apply
= Act of 24 August 2007 on the participation of thepRblic of Poland in the Schengen
Information System and the Visa Information System,
= Act of 29 August 1997 on the Protection of Persdeth,
= Act of 14 June 1960, Code of Administrative Progedu
= Act of 7 October 1999 on the Polish Language.
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XXII.  PORTUGAL

1.  Nature of right of access
Citizens have a right of indirect access to SI&.ddtat right is guaranteed by the National Data

Protection Agency.

2.  Formalities for the request: information and doeiments to be supplied — possible costs
Requests must be submitted in writing, using ontheftwo specific forms, either for the right of
access or for the right of rectification or delati@hese forms are available on the DPA website, in
Portuguese, English and French versions. The resjmesy be submitted in person, in the DPA
front office, or by post. Applicants must preserdazument confirming their identity (passport) or
send attached to the request an authenticated abplye passport to have access to the data

concerning them. Exercise of the right of acce$ess of charge.

3.  Contact details of the national data protectioragency and its possible role

Comisséo Nacional de Proteccao de Dados
Rua de S. Bento, 148, 3°
1200-821 Lisboa
PORTUGAL
Tel: (+351) 213 928 400
Fax: (+351) 213 976 832

www.cnpd.pt
In the context of disclosure of information, accbisntaken of the possible existence of information
which could pose a threat to crime prevention anchinal investigations or State security as
applicable.

Disclosure is carried out by the National Data &bbn Agency.

4.  References to the main national laws that apply
The law applicable is Law No 67/98 of 26 Octobe®8 @Article 11(2)) and Law No 2/94 of
19 February 1994.
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XXIIl. SLOVAK REPUBLIC

1. Nature of right of access

Under Article 109 of the Convention anyone has rigat to have access to data entered in the
Schengen Information System (SIS) which relateito. This right is to be exercised in accordance
with national law of the contracting party. In tb&se of the Slovak Republic, the data subject has a

right of direct access.

2. Contact details of the body to which requests faccess should be addressed

Requests for access should be addressed to thstiiaf Interior, which is the data controller:

MINISTERSTVO VNUTRA SLOVENSKEJ REPUBLIKY

Pribinova 2, 812 72 Bratislava
Slovenska republika
Phone: 02/5094 1111

Fax: 02/5094 4397
=] sendthe mail
Internet :http://www.minv.sk

3. Formalities for the request: information and doements to be supplied

Under Article 69c of Act No. 171/1993 Coll. on tRelice Force everyone has right to request, in
writing, that the Ministry of Interior provide infmation on what personal data is being processed
on them. At the same time the controller of thee®gen Information System is obliged to provide
the information free of charge within 30 days frtme date of receiving suefritten request.

The standard application form for the above reqiseavailable on the web site of the Ministry of
Interior. The data subject is obliged to provide/ hher personal data (hame, surname, permanent
address, place and full date of birth and natity)adis well as a copy of his/her ID card or passpor

for the purpose of proving his/her identity.
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4. Expected outcome of requests for access. Contaftthe information supplied

Provision of personal data to the applicant frora thformation systems operated by police is
executed under Article 69c of the Act No. 171/1€98l. on the Police Force.

In the case of the Schengen Information Systetheifalert was issued under Articles 95 - 98 and
Article 100 of the Schengen Convention, the appliell be informed of the data relating to him/
her (at least the following personal data: nammaue, date and place of birth, sex, nationality an
reason for the alert i.e. the purpose of the pogsf his/her personal data).

Where the right of access to information concemsalert which was not issued by the Slovak
Republic, the issuing county must be given an dpjpdy to state its position as to the possibility
of disclosing the data to the applicant.

If the alert was issued under Article 99 of the Sajen Convention, the applicant is likely to be
refused disclosure of the data (the processingpdas carried out on national security grounds or in

the investigation of particularly serious offences)

In other words, communication of information to tieta subject is to be refused if essential for the
performance of a lawful task in connection with tidert or for the protection of the rights and
freedoms of third parties. In any event, it mustréised throughout the period of validity of an
alert for the purpose of discreet surveillance.

Under Art. 69c of Act No. 171/1993 Coll. on the ieel Force the data subject also has a right to
apply in writing to the Ministry of Interior for correction or déilen of his/ her personal data
processed in the Schengen Information System (adatd form concerning the request for
deletion/correction of data is available on web sitthe Ministry of the Interior).

If the data subject suspects that his/her persdat are being processed without authorization,
under Article 20 par. 6 of the Data Protection Aefshe may lodge @omplaint directly with the
Office for Personal Data Protection of the Slovap&blic, who consequently check if there is any
violation of data subject rights in the course obgessing and use of personal data on the data
subject held in the Schengen Information System.
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Bringing complaints is regulated by the provisianfs Art 45 of Act. No. 428/2002 Coll. on
Protection of Personal Data (the standard forniddging complaints is available on the web site of

the Ministry of the Interior too).

5. Contact details of the national data protectioragency and its possible role

Urad na ochranu osobnych tdajov Slovenskej republik

Odborarske nam. 3
817 60 Bratislava 15
Slovenska republika

Tel:+421 2 502 39 418

Fax: +421 2 502 39 441

e-mail:statny.dozor@pdp.gov.sk
Internet:http:/Avww.dataprotection.gov.sk

6. References of the main national laws that apply
Act No. 428/2002 Coll. on Protection of Personatd)as amended by later legislation.
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XXIV. SLOVENIA

1.  Nature of right of access

There is a right of direct access.

2.  Contact details of the body to which requests faccess should be addressed
Applications can be filed in written form or alsaably, for the record, with the Police (Ministry of

the Interior). The address is the following:

Policija, Ministrstvo za notranje zadeve
Stefanova 2
1501 Ljubljana
Slovenia
Fax: + 386 1 428 47 33
E-mail: gp.mnz(at)gov.si

Applications may also be filed at all border cragspoints, administrative units and Slovenian

diplomatic and consular authorities abroad. Theysalbmitted to the Police immediately.

Link to the form for Request for Information on Bah the National Schengen Information System
in Slovenia (N.SIS), which can be downloaded inlshg
http://www.ip-rs.si/index.php?id=346

3.  Formalities for the request: information and do@ments to be supplied — possible costs

The process of exercising the right to consult srmin personal data in Slovenia is regulated in
accordance with the Personal data protection actic{ds 30 and 31) and the Information
commissioner act.

Article 30 of the Personal data protection act meguthe Police, which is subordinate to the
Ministry of the Interior and a data controller, to:

1. enable consultation of the SIS filing systenalmague;

2. certify whether data relating to the data subge being processed or not, and enable him to
consult personal data contained in the nationalfiig system that relate to him, and to transerib

or copy them;
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3. supply him with an extract of personal data aord in the national SIS filing system that relate
to him;

4. provide a list of data recipients to whom pesad@ata were supplied, stating when, on what basis
and for what purpose;

5. provide information on the sources on which rdsabout the individual in the SIS are based,
and on the method of processing;

6. provide information on the purpose of processing the type of personal data being processed
in the SIS, and all necessary explanations indbimection;

7. explain the technical and logical-technical gahares of decision-making.

The processing of applications is at present freeharge. The requesting individual may be
charged only material costs for photocopying agusdied in the Rules on the charging of costs

related to the exercise of the right of an inditio access his own personal data.

4.  Contact details of the national data protectioragency and its possible role

Informacijski poobla&enec
(Information Commissioner)
VosSnjakova 1

p.p. 78
1001 Ljubljana
Slovenia
Tel.: ++ 386 1 230 97 30
Fax: ++386 1 23097 78
E-mail: gp.ip@ip-rs.si
Internet: www.ip-rs.si
The Information Commissioner is competent for diegjdon an appeal by an individual when a
request to consult his personal data has beenekfas the competent authority has refused to

answer his application.

Applicants who consider that any of their rightyé&een violated in relation to an application for
access may lodge a claim with the Information Cossioner. The Information Commissioner,
having received the complaint, forwards it to tleatcoller of the file, so that he can draw up any
statements he regards as relevant. Finally, therrdtion Commissioner takes a decision on the
complaint and forwards it to those concerned, afgareiving the statements and the reports,
evidence and other investigation documents, as agelhspection of the files where necessary and
interviews with the person concerned and the cdatrof the file.

The processing of this appeal is at present freshaige.
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5.  Expected outcome of requests for access. Contafitthe information supplied

If the data relating to the person concerned antaoeed in the SIS file and if the request is gednt
the controller of the file will provide the persooncerned with the data relating to him in the form
requested. The Police must enable the individuabtwsult, transcribe, copy and obtain a certificate
no later than 15 days from the date of receiphefrequest, or within the same interval, inform the
individual in writing of the reasons for refusalhd Police is obliged to supply the extract
mentioned above in point 3, the list in point & thformation in points 5 and 6 and the explanation
in point 7 to the individual within 30 days frometldate the request was received, or, within the

same interval, to inform him in writing of the reas for refusal.

Likewise, the individual’s right to consult persbdata that relate to him may also be exceptionally
restricted in accordance with the Article 36 of fhersonal Data Protection Act, by statute, for
reasons of protection of national sovereignty aational defence, protection of national security
and the constitutional order of the state, secupblitical and economic interests of the state, th
exercise of the responsibilities of the police, firevention, discovery, detection, proving and
prosecution of criminal offences and minor offendhs discovery and punishment of violations of
ethical norms for certain professions, for monetdmydgetary or tax reasons, supervision of the
police, and protection of the individual to whone thersonal data relate, or the rights and freedoms
of others. These restrictions may only be imposeithé extent necessary to achieve the purpose for

which the restriction was provided.

6. References of the main national laws that apply

. Personal Data Protection Act (Official Gazettetloé Republic of Slovenia, no. 94/2007,
official consolidated text), unofficial English trslation of the Act available at:
http://mwww.ip-rs.si/index.php?id=339;

. Information Commissioner Act (Official Gazette thie Republic of Slovenia, no. 113/2005),
unofficial English translation of the Act availatdé http://www.ip-rs.si/index.php?id=325;

. Rules on the charging of costs related to thease of the right of the individual to access
own personal data (Official Gazette of the RepubfiSlovenia, no. 85/2007), only Slovene
text of the Rules available at: http://www.ip-r&zakonodaja/zakon-o-varstvu-osebnih-
podatkov/pravilnik-o-zaracunavanju-stroskov-pris@vanju-pravice-posameznika-do-

seznanitve-z-lastnimi-osebnimi-podatki/.
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XXV. SPAIN

1.  Nature of right of access

Data subjects have a right of direct access.

2.  Contact details of the body to which requests faccess should be addressed

Requests for access to information should be stédnio:

Secretaria de Estado de Seguridad
Ministerio del Interior
Amador de los Rios, 2

E — 28010 Madrid
Tel.: 060
Fax: ---
Email: estafeta@mir.es
Internet:www.mir.es

3. Formalities for the request: information and doeciments to be supplied — possible costs
Any request for access must be submitted in writththe data controller (Secretaria de Estado de
Seguridad del Ministerio del Interior). To this emthta subjects must send an application to the

data controller by any means that provides evidentee dispatch and receipt of the application.

There is no a standard application form or any #rrequirements. Nevertheless, following the
general administrative procedure, the applicatiooukl provide a full description of the request
and must be accompanied by a photocopy of a dodupnewing the identity of the data subject —
i.e. a national identity card or passport. In additdata subjects can attach to the request copies
any relevant documents they consider important uppert of the request described in the

application.

The procedure is free of charge.
4.  Contact details of the national data protectioragency and its possible role

Agencia Espafiola de Proteccion de Datos (Data @iateAuthority)

C/ Jorge Juan, 6
E - 28001 — Madrid
Tel.: + 34901 100 099
Fax: + 34 91 445 56 99
E-mail: ciudadano@agpd.es

Internet:.www.agpd.es
As already mentioned, data subjects have the ofgtiirect access. Nevertheless, they also have
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indirect access through the Spanish Data Protegétimhority (hereinafter referred to as the Spanish
DPA) when a data controller fails to respond te@uest for access made by a data subject or when
the answer provided is unsatisfactory. In both sadata subjects can lodge a claim with the
Spanish Data Protection Authority. Under sectior @fiRoyal Decree 1720/2007, that approves
the regulation implementing the Organic Act 15/1,999the Protection of Personal Data, the
procedure is to be initiated at the request ofita subject, clearly expressing the content of
his/her claim and the provisions of the aforemer@tbSpanish Data Protection Act that he/she

considers breached.

Once the Spanish Data Protection Authority hasivedethe claim, a procedure to protect rights of
individuals is initiated. According to this proceduthe Spanish DPA forwards the claim to the data
controller in order to give the administrative badithe opportunity to lodge any defence it deems

appropriate to support the denial of access oatissver provided to the applicant.

These comments, if any, are forwarded to the appiljcwho can make further statements and
comments. These comments are forwarded to the adettxoller, which has the opportunity to
provide explanations of its decision and respondh® comments and statements made by the

applicant.

Having received the statement of defence and ther gtatements and documents, the Director of

the Spanish DPA delivers a decision resolving thercreceived.

It is important to stress that the time-limit fasuing and notifying the decision is six months
following the date of receipt of the claim at thgaBish Data Protection Authority.

If the decision is in favour of the request, tha@ph DPA communicates it to the data controller,
who must grant the data subject exercise of thet rad access within ten days following the
notification. Moreover, the data controller is geld to provide written evidence of compliance
with the decision of the Spanish Data Protectiorerfay to this supervisory authority within the

same period of time.
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5.  Expected outcome of requests for access. Contafitthe information supplied

If the alert was issued by the Spanish authorittds,for the controller to decide on the conteht
the information supplied to applicants. Usuallyg thata subject receives copies of administrative
documents containing personal data stored in limg ystem.

However, if the alert was issued by the authoribianother Schengen country, the controller must
inform its counterpart in that country of the clamceived, in accordance with the principle of
cooperation between national authorities with régarthe protection of personal data. It is for the
authorities of the other Schengen country to dewtlat information can be supplied to the data
subject.

6. Language regime
A data subject who wants to start the procedurahferright of access in Spain should address the
public bodies in Spanish.
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XXVI. SWEDEN

1.  Nature of right of access

There is a right of direct access.

2.  Contact details of the body to which requests faccess should be addressed
Requests for access must be made to the NatiotiaeMpard (Rikspolisstyrelsen), which is the

authority responsible for the Swedish unit of tltbé&hgen Information System.

Rikspolisstyrelsen
Box 12256
Polhemsgatan 30
S - 102 26 Stockholm
Tel.: ++46 (0)8-401 90 00
Fax: ++46 (0)8-401 99 90
E-mail: rikspolisstyrelsen@polisen.se
Internet: www.polisen.se

3.  Formalities for the request: information and do@ments to be supplied — possible costs
Requests must be made in writing to the NationdicBdBoard and signed personally by the
applicant. In general, a request for access musinssvered within one month. Applicants are
entitled to free access to information once evatgrdar year.

4.  Contact details of the national data protectioragency and its possible role

Datainspektionen
Box 8114
Fleminggatan 14, 9th floor
S - 104 20 Stockholm
Tel.: ++46 (0)8-657 61 00
Fax: ++46 (0)8-652 86 52
E-mail.: datainspektionen@datainspektionen.se
Internet:www.datainspektionen.se
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The Data Inspection Board makes sure that perstatalprocessing in Sweden complies with the
rules in the Personal Data Act and other data ptiotelegislation. The Board may initiate
supervision either based on a complaint or onvits mitiative. A person who is not satisfied with
how his/her request for access to information @3S has been dealt with may submit a complaint
to the Data Inspection Board. The complaint mayltes an investigation of whether the rules on
right of access have been complied with. The Nati®olice Board’s decision regarding the right

of access may however also be appealed to adnainsticourt.

5.  Expected outcome of requests for access. Conta@fitthe information supplied
Whether or not the information is disclosed depemas the provisions of the Secrecy
Act (1980:100), which may prohibit the disclosuffecertain data. Where disclosure of the data is

permitted, the National Police Board is responsibtdorwarding it.

6. References to the main national laws that apply
Law applicable: Sections 26 and 27 of the Pers@wh Act (1998:204), and Section 8 of the
Schengen Information System Act (2000:344).

7. Language regime
There are no specific rules concerning this subje&weden. An application in English would be

accepted.
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XXVII.  SWITZERLAND

1.  Nature of right of access

There is a right of direct access. The competetttoaily processing individuals’ requests regarding
the right of access to personal data in the StBadData Protection Officer of the Federal Offide o
Police in Switzerland.

2.  Contact details of the body to which requests faccess should be addressed

Federal Office of Police
Data Protection Officer or SIRENE Office
Nussbaumstrasse 29
CH-3003 Berne
www.fedpol.ch

3. Formalities for the request: information and doeiments to be supplied — possible costs
Individuals’ requests concerning their personaladatocessed in the SIS have to be directly
addressed to the Federal Office of Police, comralf the SIS data file in Switzerland (only writte

requests, with a copy of a valid identity card asgport).

4.  Contact details of the national data protectioragency and its possible role

Federal Data Protection and Information Commissi¢RBPIC)
Feldeggweg 1,
CH-3003 Berne
Phone: +41(0)31 322 43 95, Fax +41-(0)31 325 99 96
www.edoeb.admin.ch

Only verification requests are to be addressetdd-ederal Data Protection and Information

Commissioner (FDPIC) in Switzerland, the federatleof the national data protection authority.
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ANNEXES (M ODEL LETTERS)

Annex 1
Model letter for requesting access

To: Title and address of the competent authority

DD-MM-XXXX,

Place

Dear Sir / Madam,

Pursuant to Article 109 of the Schengen Convention,

| nane, surname), (natiopality

déte andplace of birtf), (address)would like to

request access to my personal data entered irctten§en Information System.

Please find enclosed:

1. Copy of a valid identity document under the oradil law of the Schengen State (passport/identity
card/driving licence (other valid identity documgent

2. Copy of the legal authorisation to representyaicant;

3. Other.

The Applicant / The Legal Representative

(Signature)
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Annex 2

Model letter requesting a check

To: Title and address of the competent authority

DD-MM-XXXX,
Place

Dear Sir / Madam,

Pursuant to Article 114(2)f the Schengen Convention,

| nanfe, surname), (natior)ality

ddte andplace of birtf), addfesy, would like to

request a check on my personal data entered i8¢hengen Information System and the use made

of my data.

Please find enclosed:

1. Copy of a valid identity document under the oradil law of the Schengen State (passport/identity
card/driving licence (other valid identity documgent

2. Copy of the legal authorisation to representyaicant;

3. Other.

The Applicant/The Legal Representative

(Signature)
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Annex 3
Model letter for correction

To: Title and address of the competent authority

DD-MM-XXXX,

Place

Dear Sir / Madam,

Pursuant to Article 116f the Schengen Convention,

| narfie, surname), (nationglity

dat¢ andplace of birtf), addfesy,

would like to request correction of factually inacate data relating to me or deletion of data
relating to me which have been unlawfully storedtie Schengen Information System. My

personal data should be corrected/deleted because:

Please find enclosed:

1. Copy of a valid identity document under the oradil law of the Schengen State (passport/identity
card/driving licence (other valid identity documgent

2. Copy of the legal authorisation to representhgicant;

3. Other.

The Applicant/The Legal Representative

(Signature)
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